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Abstract

With the widespread of technologies in every aspect of our day-to-day life, the amount of data
available worldwide is growing rapidly and, consequently, the legal and ethical implications of
its exploration have been under debate for quite a few years. When the General Data Protection
Regulation (GDPR) came into full effect on the 25th of May 2018, companies had to deal with the
impact of this new legislation on their processing of personal data and users were overloaded
with the amount of complex technical information on their renewed rights over that processing.
The main goal of this thesis is to find ways to help users of Web services deal with this overload,
offering services that match their preferences and respect their rights, aiding them in taking control
over the publication and sharing of their personal data.

In this context, the use and extension of data protection vocabularies and machine-readable policy
languages are suitable for the representation of individual privacy preferences and requirements,
fine-grained policies for the processing of personal data and other machine-readable information
related to GDPR rights and obligations, including the logging of processing activities for future
auditing and the exercising of user’s personal data-related rights. Furthermore, these specifications
can also be used to establish a policy matching mechanism where fine-grained GDPR-aligned access
control policies are used to manage and determine access to decentralised personal datastores,
such as Solid Pods. Solid is a decentralised data environment that detaches the storage of data from
the processing of said data performed by data-driven applications. Such an architecture allows
Web users to have better control over the movement of their personal data and regain trust in
the services using it as the users are the ones specifying who can access their data. The policy
matching algorithm and the developed vocabularies are also used to deal with the requirements of
sharing health data and to manage the requirements of the newly enforced Data Governance Act
to showcase the representational capabilities of the developed technologies to cover specific use
cases and to be expanded to deal with new demands, in particular, related to the expression of
data reuse policies and consent terms.

The contributions proposed in this Thesis confirm the hypothesis that Semantic Web technologies
can be used to successfully express data protection-related information, including the definition
of data subjects’ privacy preferences as access control policies related to their personal data.
Furthermore, said technologies can be used to increase the transparency and accountability
of decentralised data environments, in particular when it comes to the involved entities and
infrastructure, including their access control mechanisms.
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Resumen

Con la expansion de las tecnologias en todos los aspectos de nuestra vida cotidiana, la cantidad de
datos disponibles en todo el mundo esta creciendo rapidamente y, en consecuencia, las implicaciones
legales y éticas de su exploracion han sido objeto de debate durante bastantes afios. Cuando el
Reglamento General de Protecciéon de Datos (RGPD) entr6 en pleno vigor el 25 de mayo de 2018,
las empresas tuvieron que lidiar con el impacto de esta nueva legislacion en su procesamiento de
datos personales y los usuarios se vieron sobrecargados con la cantidad de informacién técnica
compleja relacionada con sus derechos renovados sobre ese tratamiento. El objetivo principal de
esta tesis es encontrar formas de ayudar a los usuarios de servicios Web a lidiar con esta sobrecarga,
ofreciéndoles servicios que se ajusten a sus preferencias y respeten sus derechos, ayudandoles a
tomar control sobre la publicacion y el intercambio de sus datos personales.

En este contexto, el uso y la ampliaciéon de vocabularios de protecciéon de datos y lenguajes
de politicas son adecuados para la representacion de preferencias y requisitos de privacidad
individuales, politicas detalladas para el procesamiento de datos personales y otra informacion
legible por maquinas relacionada con los derechos y obligaciones del RGPD, incluido el registro
de las actividades de procesamiento para futuras auditorias y el ejercicio de los derechos del
usuario relacionados con los datos personales. Ademas, estas especificaciones también se pueden
utilizar para establecer un mecanismo de coincidencia de politicas en el que se utilicen politicas
de control de acceso detalladas y alineadas con el RGPD para gestionar y determinar el acceso a
almacenes de datos personales descentralizados, como Solid Pods. Solid es un ambiente de datos
descentralizado que separa el almacenamiento de datos del procesamiento de dichos datos realizado
por aplicaciones. Esta arquitectura permite a los usuarios de la Web tener un mejor control sobre
el movimiento de sus datos personales y recuperar la confianza en los servicios que los utilizan,
ya que son los usuarios quienes especifican quién puede acceder a sus datos. El algoritmo de
coincidencia de politicas y los vocabularios desarrollados también se utilizan para abordar los
requisitos de compartir datos de salud y para gestionar los requisitos de la Ley de Gobernanza de
Datos recientemente aplicada para mostrar las capacidades de representacion de las tecnologias
desarrolladas para cubrir casos de uso especificos y ampliarse para hacer frente a nuevas demandas,
en particular, relacionadas con la expresion de politicas de reutilizacion de datos y términos de
consentimiento.

Las contribuciones propuestas en esta Tesis confirman la hipétesis de que las tecnologias de la
Web Semantica pueden usarse para expresar con éxito informacion relacionada con la proteccién
de datos, incluida la definicion de las preferencias de privacidad de los interesados como politicas
de control de acceso relacionadas con sus datos personales. Ademas, dichas tecnologias se pueden
utilizar para aumentar la transparencia y la rendiciéon de cuentas de los ambientes de datos
descentralizados, en particular cuando se trata de las entidades y la infraestructura involucradas,
incluidos sus mecanismos de control de acceso.
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Chapter 1

Introduction

As Westin [1967a] predicted in hitegal Safeguards to Insure Privacy in a Computer Sqdiety

rapid development of data surveillance technology overpowered the individual right to privacy in
favour of business pro t. His postulates on privacy, written before the inventions of the internet
and the Web, in uenced the privacy regulations enacted in the following decades and its impact
can still be seen in the European Union's (EU) General Data Protection Regulation (GDPR), through
its actionabledata subject rights, which intend to give individuals the freedom to control their
own personal information [Westin, 1967b]. Throughout his career, from 1990 to 2003, Westin also
conducted a series of surveys related to consumer attitudes towards privacy, where a majority of
consumers reported havingdopst all control over how personal information about them is circulated
and used by companiegKumaraguru and Cranor, 2005]. Additionally, these surveys highlighted
the variety of individual concerns about privacy the 1996's study showed that 25% of the public
are fundamentalists (people who are highly concerned with their privacy), 59% pragmatists (people
who are concerned with their privacy and want to protect themselves from the abuse or misuse of
their personal information by companies or government agencies) and 16% unconcerned (people
who have no real concerns about privacy) and a similar study in 2003 [Taylor, 2003] showed
an increase in the percentage of pragmatists, 64%, and a decrease in the unconcerned, 10% a
powerful reminder that, while there are more people with real concerns about the misuse of their
data, di erent people want to have a di erent level of control over their privacy settings.

Following Westin's postulates, Convention 108 [Council of Europe, 1981] was created as the rst
and only international data protection instrument, and over the years, enhancements have been
made to address automated data processing, and trans-jurisdictional data ows. Furthermore,
in Europe, the rst data protection law, the Data Protection Directive, was introduced in 1995
and the Charter of Fundamental Rights acknowledged tinght to the protection of personal data

in 2000. This last one was revised and expanded in 2016 to deal with the intensive usage of digital
personal data, in the form of the GDPR [2016b]. Building on this, in 2020, and after widespread
adoption of GDPR-like data protection regulations around the world [Bradford, 2019], the European
Commission launched itstrategy for datdEuropean Commission, 2020], with the goal of allowing

the cross-sector ow of data within the EU, while ensuring that thEuropean rules and values, in
particular personal data protection, consumer protection legislation and competition law, are fully
respected Since then, we have seen the launch of a series of proposals for regulation by the



Beatriz Goncalves Criséstomo Esteves

European Commission and Parliament, some of them already approved and being enforced, that
build on the GDPR when it comes to the processing of personal data, with the main purpose of
promoting the EU's data economy while better placing EU's citizens in control of what happens to
their data. In parallel, technological development with similar goals of empowering data subjects
through increased retention and control over their data has grown, however these two strands
have not been well integrated to date.

1.1 Thesis Overview

The content of this Thesis is based on the research work, and corresponding published articles,
developed from January 2020 to December 2023. ChatGPT was not used for the development of
this Thesis.

Part I: Introduction

This Chapter presents the motivation of this Thesis and resulting publications, a set of de nitions,
as well as the projects and research stays accomplished during the Thesis.

Chapter 2 provides a state of the art on (i) decentralising the access to personal data with Solid, (ii)
representing personal data processing information in a machine-readable format, and (iii) using
policy languages to specify access control conditions.

Chapter 3 describes the objectives, hypotheses, assumptions, restrictions, research questions,
contributions, and methodology followed throughout this Thesis.

Part Il: GDPR-Aligned Vocabularies for Personal Datastores

Chapter 4 describes the developed vocabularies, including (i) an ODRL pro le for Access Control
(OAQC), (i) a metadata language for Solid (PLASMA), and (iii) rights exercising records using
DPV, and includes the ontologies quality evaluation, comprising the detection of common pitfalls,
validation of competency questions with SPARQL queries, alignment with FAIR principles and with
the International Organization for Standardization/International Electrotechnical Commission
(ISO/IEC) 27560 standard.

Chapter 5 includes a legal and ethical discussion, including collaborations with the law and ethics
experts in PROTECT, and other EU-funded projects, as well as with the law experts in the W3C
DPVCG.

Part Ill: Algorithms & Use Cases

Chapter 6 describes the policy matching algorithm and presents a proof of concept implementation
that uses and extends the developed vocabularies to deal with the speci ¢ requirements of health
data sharing. Proof of concept implementations to specify privacy preferences and to exercise the
right of access are also presented.

Chapter 7 presents a use case validation of this work by applying the developed resources as a
building block for the creation of policies for the new Data Governance Act (DGA).

4
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Part IV: Conclusions

Chapter 8 describes the conclusions of this Thesis and presents future work.

1.2 Motivation

GDPR [2016b] came into full e ect on the 25th of May 2018 with the main objective of providing
the European Union's natural persons with the right to protection of their personal data, especially
in relation to its fair, transparent, and lawful processing and sharing, including a series of rights
regarding portability and erasure of data or objection to processing [Ausloos et al., 2019]. This
Regulation revolves around the relationship betwe®lata subjects'the natural personal to
which the personal data refers/identi es anddata controllers'the legal entities processing said
personal data. As previously mentioned, a large part of controllers' compliance obligations are
related to the data subject's rights de ned in Chapter Il of the GDPR. Information related to these
rights should be provided to data subjects in a concise, transparent, comprehensible, and easily
accessible manner, as well as in clear and plain language. In particular, the so-tRitgd to be
informed; described in Articles 13 and 14, establishes the information that should be provided to
the data subject at the time when the data is rst collected, e.g., information on the identity of
the controllers, purposes for processing, information on data transfers or existence of automated
decision-making. Moreover, data subjects should also be provided with information regarding their
other rights: the right of access to the personal data being processed; the right of recti cation of
inaccurate personal data; the right to be forgotten, i.e., the data controller has to erase the personal
data requested by the subject; the right to restrict the processing of personal data; the right to be
noti ed about the recti cation, erasure, or restriction of processing; the right to data portability;
the right to object to any processing, including pro ling; and the right to not be subjected to
automated decision-making, including pro ling.

Companies usually deal with these information requirements by providing a description of their
personal data-handling services in their privacy policies [Linden et al., 2020], however, these
are usually di cult to comprehend due to their complexity, lack of readability, and usage of
legal terms [McDonald and Cranor, 2008, Pasquale, 2015, Fabian et al., 2017, Lovato et al., 2023],
which lead Web users to ignore them for the sake of having access to the Web services they want
to use [Gindin, 2009, Rudolph et al., 2018, Obar and Oeldorf-Hirsch, 2020]. As such, machine-
readable policy languages seem perfectly tted to convey these information requirements in a more
transparent manner they have been on the Web scene since the 1990s with the primary goal of
establishing the conditions to access Web resources [Zhao et al., 2016, Pellegrini et al., 2018b, Leicht
and Heisel, 2019], they can o er di erent ways of examining privacy policies through di erent

user interfaces [Angulo et al., 2012, Gerl et al., 2020], independently from the data controllers
writing said policies, and they already can encode some privacy terms [Cranor et al., 2002b, lannella
and Villata, 2018], such as the purpose for processing or recipients. On the other hand, they are
not enough to invoke speci c legal terms related to the information that must be shared by data
controllers, such as the legal basis for processing or the existing data subject rights. In this context,

a new wave of Semantic Web privacy and data protection vocabularies and ontologies has appeared,
which can be used to represent this information, no doubt due to the proliferation of the GDPR
and other data privacy-related laws [Pandit, 2020, Esteves and Rodriguez-Doncel, 2022a]. Thus,
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such policy languages and vocabularies can be proven useful to assist data controllers in achieving
GDPR alignment for their Web services and to help data subjects in the management of their rights,
whether related to the transparent information requirements or their other GDPR-based rights.

More than that, the Semantic Web domain itself is of extreme importance for the representation
of these privacy terms as it drives the development of open standards and speci cations with
interoperability and extensibility in mind. This e ort was and is being led by the World Wide Web
Consortium (W3C), openly and collaboratively, with the cooperation of academia and industry.
In this context, two main lines of work are pursued: (i) the development of common formats for
data interoperability to ensure seamless integration of data from distinct sources; and (ii) the
promotion of a structured language with the ability to document how data relates to real-world
objects. Semantic Web technologies can therefore be applied to a wide range of application elds:
data integration, improved search, content management and discovery, domain modelling, or
semantic annotation [2012]. The terfSemantic Webvas rst formulated by Sir Tim Berners-Lee,

Web inventor and founder of the W3C, with the goal of having@eb of Datg'an extension

of the Web of Documents so that data can be shared and reused in a granular manner across
applications, companies and the Web community in general [Berners-Lee et al., 2001]. Solid
emerged then as a natural solution to deliver this promise as a Web standards-based decentralised
storage environment for data with an integrated, granular access control mechanism [Sambra
et al., 2016, Verborgh, 2022]. Thus, such a system allows its users to choose who has access
to their data and what applications to use, ful lling GDPR's requirements of improving data
portability and control for data subjects. This implies a signi cant shift in tls¢atus quavhere
companies gather and process data on a massive scale, constrained only by what they state in
their privacy policies [Nixdorf, 2019, Robertson, 2020], where they can control what and how such
information is stated. As such, for Solid to be regarded as a tool that is fully aligned with the GDPR,
the information requirements and other previously mentioned rights need to be considered and
integrated into the Solid platform, in the form of user policies, notices, data access agreements,
registers of users and applications, and logging of Solid-related activities.

1.3 De nitions

In this Section, a series of terms, which are used throughout this Thesis, is introduced.

1.3.1 Privacy terms

The expressionprivacy termsis usually associated with the notice that personal data handling
entities use to disclose how they collect, use, store, secure, and share personal data (1.3.5). In
this Thesis, it has a broader meaning the expressigmivacy termswill be used to refer to the
information that needs to be modelled to represent concepts related to the preferences and rights
of data subjects and to the policies (1.3.2) and obligations of data controllers regarding privacy and
personal data protection [Esteves, 2021]. Examples of privacy terms angutp@sdor processing
personal data, th@rocessing operatid@self, thelegal basisised by the data controller to justify

the processing, or theight to data portability
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1.3.2 Policies

Policies are documents that describe conditions for access and usage of content. Such policies can
be expressed as permissions, prohibitions, or obligations and include constraints, i.e., conditions
that re ne the policy rules [lannella and Villata, 2018]. In this Thesis, the focus will be on the
design of policies to determine access to personal data assets stored in decentralised data systems.
Examples of these policies avser preferences and requiremeaplications privacy policiesd

data requestsr data access agreemergigarding data handling practices over personal data stored

or shared through personal datastores (1.3.6).

1.3.3 Access control

The term access contrakfers to the model used to guide the process of access to resources. To do
S0, access control rules can be de ned through a policy language (1.3.2) with speci ¢ syntax and
semantics, which are the base of a policy enforcement mechanism [Kirrane et al., 2017]. Moreover,
both authentication and authorisation mechanisms processes related to identity veri cation and
rule-based access control enforcement, respectively are involved in the process of granting or
denying access to resources. In simple terms, an access control policy involves three aspects: (i)
the entity requesting/being requested access; (ii) the requested resource(s); and (iii) the access
rules, i.e., permissions and prohibitions on particular access modes.

1.3.4 Legislation on data protection

Before data protection was considered a fundamental right, the right to privacy emerged in 1948
through the Universal Declaration of Human Rights (UDHR) under Article 12, which stated that

No one shall be subjected to arbitrary interference with his privacy, family, home or correspondence
[...] [United Nations General Assembly, 1948], and through the European Convention on Human
Rights (ECHR) under Article 8 aEveryone has the right to respect for his private and family life,

his home and his corresponderi@ouncil of Europe, 1950].

The rst and only legally binding international instrument in the eld of data protection, Conven-

tion 108 [Council of Europe, 1981], was created by the Council of Europe in 1981 and has been
improved throughout the years to deal with automatic processing, supervisory authorities, and
transborder data ows. Following in these footsteps, the Charter of Fundamental Rights of the

EU [2000], under Article 8, acknowledged th&veryone has the right to the protection of personal

data concerning him or heand that Such data must be processed fairly for speci ed purposes and

on the basis of the consent of the person concerned or some other legitimate basis laid dogwn by law
in addition to the right to privacy laid down in Article 7. It should also be noted that in Spain, the

right to privacy, or ‘derecho a la intimidagis also a fundamental right since 1978, as de ned in
Article 18 of the Spanish Constitution [1978].

The rst EU law on data protection, the Data Protection Directive, was launched in 1995. Further

legislation was enforced in 2018, to adapt the EU law on data protection to the intensive usage of
digital personal data (1.3.5) by new technological developments, in the form of the GDPR [2016D].
In the same package, the EU launched a similar piece of legislation for the processing of personal
data by state authorities for law enforcement purposes, i.e., preventing, investigating, detecting,

7
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and prosecuting criminal o ences or executing criminal penalties, the Directive 2016/680 [2016a].

This Thesis focuses on the requirements brought by the GDPR (1.3.4) and also resorts to the
opinions and guidelines adopted by the Article 29 Working Party, the European Data Protection
Board (EDPB) and the European Data Protection Supervisor (EDPS), as well as case law and other
legal literature [European Union Agency for Fundamental Rights and Council of Europe, 2018].

GDPR

GDPR [2016b] is the landmark legislation on data protection in Europe and its e ects have been felt
throughout the globe, with similar pieces of regulation being discussed and adopted in American,
African, and Asian countries [Bradford, 2019]. It established the following principles related to the
processing of personal data:

(i) it should be processed in a legal, fair, and transparent manner (Article 5.1(dpwafulness,
fairness and transparengy"

(i) the processing should be limited to the purpose speci ed by the data subject (Article 5.1(b)
on “purpose limitation).

(i) it should include only the minimum data relevant to the purpose for which it is being
processed (Article 5.1(c) odata minimisation.

(iv) the data should be accurate and possible to be corrected when necessary (Article 5.1(d) on
‘accuracy).

(v) it should be kept only as long as it is necessary (Article 5.1(e)sborage limitatior).

(vi) adequate technical and organisational measures for the security of the personal data should
be ensured (Article 5.1(f) orintegrity and con dentiality).

(vii) data controllers should have accountability mechanisms to demonstrate compliance with
these principles (Article 5.2 oraccountability).

Moreover, while analysing Chapters Il and IVRights of the data subjelcéind "Controller and
processot, respectively) of the GDPR, a set of information ows between data-related entities, i.e.,
data subjects, data controllers, processors and data protection o cers, recipients, or supervisory
authorities, can be identi ed. In this context, an information ow refers to the information that has

to be shared between entities so that a right or obligation can be exercised or ful lled and GDPR's
principles of lawfulness, fairness, and transparency can be respected. As such, the following rights
are provided to data subjects:

(Arts. 13 and 14)right to be informedbbliges data controllers to inform data subjects about any processing
of personal data, whether being from data collected directly from the data subjects or other
sources.

(Art. 15) ‘right of accesgb the personal data being processed, including a copy of the data as well
as information about the purposes for processing, categories of the personal data being

https://gdpr-info.eu/chapter-3/ (accessed on 15 March 2024)
2https://gdpr-info.eu/chapter-4/ (accessed on 15 March 2024)
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(Art.
(Art.

(Art.

(Art.

(Art.

(Art.
(Art.

processed and their source, any recipients to whom the data may have been shared and
corresponding measures to ensure its security, storage and retention conditions and the
existence of other data subject's rights.

16) “right to recti cation' of inaccurate or incomplete personal data.

17) ‘right to be forgotterby the data controllers when the personal data is no longer needed for
the purposes for which it was collected.

18) “right to restriction of processingf personal data when its accuracy is being contested, the
processing is unlawful, when the data subject needs it for any legal claims or objects to the
processing.

19) ‘right to be noti ed'about the recti cation, erasure or restriction of processing.

20) ‘right to data portability; including the right to request that said data be transferred directly
from one controller to another.

21) right to objectto any processing, including pro ling.

22) “right to not be subjected to automated decision-makmiiding pro ling.

For instance, if a data subject wishes to exerciserigght to be forgottenor ‘right to erasurg'apart

from raising such a request, there is the need to represent information related to the grounds
on which the request is based, and the data controller needs to forward this request to other
controllers which are processing the same personal data. Figure 1.1 shows a diagram of such
information ows. While the focus of this Thesis relies on the ful Iment of data subjects’ rights, it

is important to notice as well that the GDPR also contains other provisions, including obligations
on data controllers and processors to maintain records of their personal data processing activities,
requirements on transfers of personal data to third countries or international organisations, or on
the activities of data protection supervisory authorities.
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Figure 1.1: GDPR's rights and obligations as information ows. The bidirectional arrows represent a right or obligation in which a request
information and respective response is expected (the open arrowhgadepresents the entity waiting for the response, and the close
arrowhead . , the entity being requested). In contrast, the unidirectional arrows represent only a request or noti cation and no reply
expected (with the closed arrowheadl, representing the entity being requested or noti ed), adapted from Esteves and Rodriguez-Don
[2022a].
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1.3.5 Personal data

GDPR's Article 4.1 [2016b] de nes "personal data' asy information relating to an identi ed

or identi able natural personsuch asa name, an identi cation number, location data, an online
identi er or to one or more factors speci c to the physical, physiological, genetic, mental, economic,
cultural or social identity of that natural persofhis Thesis relies on GDPR's de nition of personal

data and special categories of personal data. In addition, it is also acknowledged that there are
categories of data that are sensitive, even though they are not considered “special' under GDPR's
Article 9.1, which might require additional consideration and/or protection, e.g., location data has

the potential to reveal religious beliefs, sexual orientation or political opiniins

Table 1.1, derived from the analysis of Rumbold and Pierscionek [2018], illustrates data sensitivity
for particular subcategories of data. For each data type, sensitivity is assessed from 0 to 10, i.e.,
from low to high sensitivity, and the relative frequency of falling into that particular sensitivity
value, on a scale of 1 to 4, is also presented. For instance, data related to objects has a sensitivity
of 0 and a frequency of 4 as it can not be used to identify a person, while occupation data would
not be frequently classi ed as being highly sensitive, as demonstrated by the frequency value
of 1 to the sensitivity value of 10. In addition, data sensitivity assessment is highly contextual,
as shown through the fact that the same data category can have a spectrum of sensitivity, e.g.,
anonymised data can have a low/high sensitivity if the risk of re-identi cation is very low/high,
respectively. This evaluation of data sensitivity is also well aligned with GDPR's special categories
of personal data, as can be seen through the last column of the table, where these special categories
are identi ed and, indeed, the most sensitive are presented in Article 9, with the exception of social
class data.

1.3.6 Decentralised data environments

A decentralised environment for data represents a signi cant paradigm shift in relation to the
current status of digital data management. The Web we have today is a centralised Web where
data is kept in data silos, controlled only by a handful of Big Tech players, while in a decentralised
Web approactpeople choose where they store their @atbexert control over whom gets access to
which parts of their dat@verborgh, 2017].

Figure 1.2 illustrates the distinction between these two paradigms. In a centralised setting, data
and applications are coupled and data is keptwalled gardengiontrolled by the entities behind
centralised platforms such as Facebook, Twitter, or LinkedIn, leaving users without the possibility
of reusing it elsewhere [2008a]. By shifting to a decentralised Web, users are able to choose where
their data is stored and are in control of their identity, while applications are detached from data,
becomingviews over it and fostering innovation and competition through separate markets for
data and services [Verborgh, 2022]. Modern decentralised environments include Internet of Things
(IoT) ecosystems or personal datastores (1.3.6).

This Thesis focuses on providing users with the tools to better determine access to personal data

DPV models  https://w3id.org/dpv#SensitivePersonalData as a sub-
type of https://w3id.org/dpv#PersonalData and https://w3id.org/dpv#
SpecialCategoryPersonalData as a subtype of  https://w3id.org/dpv#

SensitivePersonalData
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Table 1.1: Data sensitivity chart derived from Rumbold and Pierscionek [2018]. GDPR's special categories
of personal data are identi ed in th&DPR column.
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resources stored in decentralised settings, according to EU law on personal data protection. Beyond
access control (1.3.3), usage control solutions also need to be developed to provide data subjects
with control over data usage once access to the data has been grakagchi, 2022].

Personal datastores

In its TechDispatch #3/20furopean Data Protection Supervisor, 2021], the EDPS envisioned the
development of personal data spaces, managed through Personal Information Management Systems
(PIMS) as a mechanism to enable personal data sovereignty whetiwiduals, service providers

and applications would need to authenticate to access a personal storagameimicividuals are

able to customize what categories of data they want to share and with wivhiite keeping a record

of who has had access to their digital behaviamd enabling data portability and interoperability.

Such decentralised systems (1.3.6) allow data subjects to directly determine who has access to
their data, and under which conditions, and can actually play an important role in facilitating the
exercise of data subjects' rights, including the rights of access, erasure, and data portability or the
right to withdraw consent [Janssen et al., 2020]. In the last few years, di erent personal datastores
initiatives have been gaining prominence and adoption, including the Solid préjéatilatah et al.,

2023], which is the adopted use case for the research in this Thesis.

“https://solidproject.org/ (accessed on 15 March 2024)
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Figure 1.2: Distinction between centralised and decentralised data environments.

Solid is a free, open-source initiative that delivers on the promise of decentralising the storage
of data by relying on Web standards and on Semantic Web vocabularies to promote data and
services interoperability. To ful | this vision, the Solid speci cation relies on authentication and
authorisation protocols to provide private, secure, and granular access to data stored in Solid's
personal online datastores, the so-called "Pods' [Mansour et al., 2016].

Moreover, beyond personal datastores, decentralised initiatives at the community level are also
being proposed. For instance, data cooperatinérastructures still give their members decision-
making control over their data, while allowing them to get paid to share their data in an environment
where they have more decision power than what they would have on their own or in other types of
data-sharing environments [Mechant et al., 2021]. These community-level stores are also starting
to be regulated, e.g., by the DGA [20229].

1.4 Publications

The following Sections list the works published and presented during the accomplishment of this
Thesis. When identi ed with &, the authors contributed equally to the publication work.

In addition, Figure 1.3 illustrates the timeline of publications, presentations, and research stays of
this Thesis.

1.4.1 Journal contributions

(PJ1)Analysis of Ontologies and Policy Languages to Represent Information Flows in GDPR.
(2022B. Esteves V. Rodriguez-DonceSemantic Web Journadp. 1 35,https://doi.
org/10.3233/SW-223009

SData infrastructure formed through the voluntary and collaborative pooling e orts of individuals.
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