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Introduction

https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age_en

Source: circularise.com

New EU-level regulations

New technologies

PIMS

Policy languages

Data protection vocabularies

Data Subject

Intermediaries Data Controllers

Transparent

Dialogue

https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age_en
https://www.circularise.com/blog/data-policies-in-the-eu#european-data-strategy


Related Work

Esteves, B. and Rodríguez-Doncel, V., “Analysis of  Ontologies and Policy 

Languages to Represent Information Flows in GDPR” (2022). Semantic 

Web Journal : 1 – 35. https://content.iospress.com/articles/semantic-

web/sw223009

Machine-readable PoliciesLegal and Ethical Privacy Notices

Source: newamerica.org

https://content.iospress.com/articles/semantic-web/sw223009
https://www.newamerica.org/oti/blog/how-notice-and-consent-fails-to-protect-our-privacy/


Motivation

Requirements

R1. Classify transparency practices of intermediary

services

R2. Define access control policies for legal and ethical

access to group and individual personal data stores

R3. Model safeguards for the trustworthiness of AI

systems and respective rights and duties

Regulatory Sources

Ethical Sources



Privacy Paradigm ODRL Profile

https://w3id.org/ppop

• Developed following the LOT 
methodology

• ORSD: https://w3id.org/ppop#orsd

• Extends previous work with ODRL 
and DPV

https://w3id.org/ppop
https://w3id.org/ppop#orsd


Examples

Family sharing policy related to its health data.

A family, with two parents and two children, has 
created a policy to allow the use of  their medical 
health data that is stored on their family Pod, for the 
purpose of  research and development and to have a 
data-sharing service provider as a data intermediary. 

Since the data in the Pod can belong to any of  the four 
members of  the family, the assigner of  the policy is a 
ppop:Group which is composed by both the parents 
and the children, where the parents are data holders
and act as data holders for the children.



Examples

Modeling transparency practices and safeguards

for trustworthiness.

A data intermediary published a policy related to the 
use of  work history data from their users. The 
intermediary’s transparency practices are

reflected in this policy: no price is charged for the 
service and the data is not converted to other 
formats. The intermediary also states its duty to 
implement a ppop:SafeguardForExplainability
measure in its service to provide details on how the 
data is being used to its users.



Conclusions and Future Work

• Further development of  prototype implementation of  a 
generator of  machine and human-readable PPOP policies

• Test the work in a real-world setting

• Mantain and improve the work as new regulations and
ethical guidelines are published

PPOP generator

UI to generate human-readable and machine-

readable privacy policies as ODRL policies 

using PPOP
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