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Motivation

Source: circularise.com

https://ec.europa.eu/info/strategy/priorities-2019-

2024/europe-fit-digital-age_en

https://www.circularise.com/blog/data-policies-in-the-eu#european-data-strategy
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age_en


Motivation

https://edps.europa.eu/data-protection/our-

work/subjects/personal-information-management-system_en

Personal Information Management Systems

Source: circularise.com

https://ec.europa.eu/info/strategy/priorities-2019-

2024/europe-fit-digital-age_en

https://edps.europa.eu/data-protection/our-work/subjects/personal-information-management-system_en
https://www.circularise.com/blog/data-policies-in-the-eu#european-data-strategy
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age_en
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GDPR’s Right of Access

“PIMS provide features for individuals to be able to access their personal

data, as well as to rectify or erase them, as provided for by the GDPR,

either because the data are in repositories under their direct control or

because all shared data are linked to a source, which is again in the control

of the individual.”
EDPS TechDispatch #3/2020 - PIMS
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RO1. Implementing an API method that automates the reply to an

access right request, making use of RDF information.

RO2. Developing a Solid application which uses the implemented

method to assist users in exercising their right of access in a

decentralised storage environment, such as data stored in Solid

Pods.



Related Work

Microsoft Graph compliance and privacy API

https://bit.ly/3DhPnCp

Oracle’s Data Privacy API

https://bit.ly/3MPJFLn

AppsFlyer

https://bit.ly/3eSFphG

• Solutions focus on providing a copy of  the data and 

don’t provide detailed information regarding 

purposes for processing, duration of  the processing 

and so on.

• Some components require manual intervention

• “Fine-grained” access

Gaps

https://bit.ly/3DhPnCp
https://bit.ly/3MPJFLn
https://bit.ly/3eSFphG


Methodology

1. An evaluation of  current gaps on the right of  access APIs was performed.

2. Similar regulation from other jurisdictions was reviewed in order to understand if  new 
requirements needed to be added into consideration.

3. Semantic Web vocabularies were used to tag the data in terms of  the personal data they 
contain, to specify the policies that determine the access to said data and to store the consent 
record of  an authorized access request.

4. The API method and documentation were developed.

5. Solid’s personal data storage ecosystem was then chosen to verify the applicability of  the 
API method as it is based on Web standards.
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Esteves, B., Pandit, H. J., & Rodríguez-Doncel, V. (2021, September). ODRL 

Profile for Expressing Consent through Granular Access Control Policies in 

Solid. In 2021 IEEE European Symposium on Security and Privacy Workshops 

(pp. 298-306). https://ieeexplore.ieee.org/abstract/document/9583717

https://ieeexplore.ieee.org/abstract/document/9583717


API Development

Authorisations
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Data

https://w3id.org/oac

ODRL Profile for Access Control

Extension of Solid’s access control mechanism using

the ODRL specification to define policies that express

permissions and/or prohibitions associated with data

stored in a Solid Pod and uses DPV as a controlled

vocabulary to invoke specific privacy and data

protection terms.
Esteves, B., Pandit, H. J., & Rodríguez-Doncel, V. (2021, September). ODRL 

Profile for Expressing Consent through Granular Access Control Policies in 

Solid. In 2021 IEEE European Symposium on Security and Privacy Workshops 

(pp. 298-306). https://ieeexplore.ieee.org/abstract/document/9583717

https://w3id.org/oac
https://www.w3.org/TR/odrl-model/
https://w3id.org/dpv
https://ieeexplore.ieee.org/abstract/document/9583717


API Development

Esteves, B., Rodríguez-Doncel, V., Pandit, H. J., Mondada, N., & McBennett, P. 

(2022). Using the ODRL Profile for Access Control for Solid Pod Resource 

Governance. In European Semantic Web Conference (pp. 16-20). Springer, 

Cham. https://link.springer.com/chapter/10.1007/978-3-031-11609-4_3

https://link.springer.com/chapter/10.1007/978-3-031-11609-4_3
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Governance. In European Semantic Web Conference (pp. 16-20). Springer, 

Cham. https://link.springer.com/chapter/10.1007/978-3-031-11609-4_3

https://w3id.org/dpv/dpv-pd

https://link.springer.com/chapter/10.1007/978-3-031-11609-4_3
https://w3id.org/dpv/dpv-pd


API Development

https://github.com/besteves4/access-right-api

https://github.com/besteves4/access-right-api


Exercising the Right of  Access in Solid

https://github.com/besteves4/access-right-solid

https://github.com/besteves4/access-right-solid
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Conclusions and Future Work

Code

• Provide a copy of  the data in an automated manner

• Metadata (purpose of  the processing, personal data types, policies) is returned

• “Fine-grained” right of access for specific purposes and/or personal data types



Conclusions and Future Work

• Return more metadata in the reply to the DSAR 

• New parameters to filter requested data

• Mantain logs for auditing

• Reply to other data subject rights

• Provide a copy of  the data in an automated manner

• Metadata (purpose of  the processing, personal data types, policies) is returned

• “Fine-grained” right of access for specific purposes and/or personal data types

Code
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