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Solid is a specification for decentralised data stores

based on interoperable data formats and protocolsSource: circularise.com
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Problems – Giving Access to Data in Solid

Authorisations

Data

<#authorization1>

a acl:Authorization ;

acl:agent <https://beatriz.providerZ.com/profile/card#me> ;

acl:accessTo <https://victor.providerY.com/docs/file1.ttl> ;

acl:mode acl:Read, acl:Write .

WAC – Web Access Control

<#grant1> a acp:AccessGrant ;

acp:grant acl:Read, acl:Write ;

acp:context [

acp:agent <https://beatriz.providerZ.com/profile/card#me> ;

acp:issuer <https://identityProviderZ.com> ;

acp:target <https://victor.providerY.com/docs/file1.ttl> ;

acp:client <https://clientApplicationA.com>

] .

ACP – Access Control Policy

Solid’s authorisation mechanism currently relies on

two access control languages – WAC and ACP
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Problems – Giving Access to Data in Solid

Is this enough for Solid users to know what is 

happening to their data? Is it enough to comply with

GDPR’s requirements?
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Problems – Alignment with legal requirements

“PIMS provide features for individuals to be able to access their personal

data, as well as to rectify or erase them, as provided for by the GDPR,

either because the data are in repositories under their direct control or

because all shared data are linked to a source, which is again in the control

of the individual.”
EDPS TechDispatch #3/2020 – PIMS [Source]

Data subject rights

Accountability

Integrity and confidentiality

Accuracy

Data minimisation

Purpose & storage limitation

Lawfulness, fairness & transparency

GDPR

Access grants not sufficient to be a valid record of consent

Consent dialogue not enough for informed decision

Compatibility of purposes cannot be checked

Data requests miss a purpose

Access grants valid in perpetuity

Difficulty for users to set (granular) access to resources

Lack of tools to rectify data inaccuracies

Record keeping and log maintenance are nonexistent

Accountability documentation is missing (ROPAs, DPIAs, …)

No information on the identity and contact details of providers

Lack of tools to exercise data subject rights

Lack of tools to give / withdraw consent

No records of agreements for the provision of services

What is missing from Solid?

Enhancing Solid with Legally-aware Policies | Beatriz Esteves | GAI 2023 | CC BY 4.0 | beatriz.gesteves@upm.es
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Introducing a policy layer in Solid
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W3C Community Group Report to express 

“machine-readable metadata about the use and 

processing of  personal data based on 

legislative requirements such as the GDPR”

https://w3id.org/dpv

W3C Recommendation to represent “Policies 

that express Permissions, Prohibitions and 

Duties related to the usage of  Asset resources”
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Introducing a policy layer in Solid

Authorisations

Policies

Data

Esteves, B., Pandit, H. J., & Rodríguez-Doncel, V. (2021). ODRL Profile for 

Expressing Consent through Granular Access Control Policies in Solid. 

In 2021 IEEE European S&P Workshops (pp. 298-306). 

https://ieeexplore.ieee.org/abstract/document/9583717
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Open Digital Rights Language (ODRL)

odrl:Rule
odrl:Permission

odrl:Prohibition

odrl:Duty

odrl:Constraint

odrl:constraint

odrl:Asset

odrl:Action

odrl:Party

odrl:function

odrl:action

odrl:target

Who [can|cannot|must] act what

in which resource how
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Target asset may be distributed until 2024-01-01

<#policy1> a odrl:Offer ;

odrl:permission [

odrl:assigner <http://example.com/org:43>;

odrl:target <http://example.com/document:44>;

odrl:action odrl:distribute;

odrl:constraint [

odrl:leftOperand odrl:dateTime;

odrl:operator odrl:lt;

odrl:rightOperand “2024-01-01”^^xsd:date

]

].



Data Privacy Vocabulary (DPV)
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ODRL profile for Access Control (OAC)

https://w3id.org/oac

Enhancing Solid with Legally-aware Policies | Beatriz Esteves | GAI 2023 | CC BY 4.0 | beatriz.gesteves@upm.es

https://w3id.org/oac


ODRL profile for Access Control (OAC)

Data Request

Policy matching &

Conflict Resolution

Store request and agreement &

Generate WAC/ACP authorisation

https://github.com/besteves4/solid-sope

Esteves, B., Rodríguez-Doncel, V., Pandit, H.J., Mondada, N., McBennett, P. (2022). “Using

the ODRL Profile for Access Control for Solid Pod Resource Governance”. In: The Semantic Web: 

ESWC 2022 Satellite Events. ESWC 2022. Lecture Notes in Computer Science, vol 13384. 

Springer, Cham. https://doi.org/10.1007/978-3-031-11609-4_3

Context

User’s Preferences

&

Requirements
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Using Policies – User Offer
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Using Policies – User Offer & Data Request
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Using Policies – Consent Agreement
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• Associate Pod resources with the data type they 

contain

• Deal with processing activities beyond access –

share, make a copy, …

• Generate WAC / ACP authorisations from the 

result of  the policy matching

Challenges



Using Policies + Metadata
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Authorisations

Policies

Data

OAC + PLASMA

Requisites for a GDPR-aligned Solid

R1. Support specifying user preferences as policies. 

R2. Incorporate vocabulary specifying or aligned to legal concepts. 

R3. Support specifying permissions and prohibitions at arbitrary 

granularity. 

R4. Record (store) policies used to authorize access.

R5. Keep information about the developers and/or providers of  Pods, apps, 

services, data, identity, infrastructure, …

R6. Keep activity logs (what? who? why? where? when? how?) to establish 

responsibilities and accountability within the Solid ecosystem.

R7. Maintain registries (of  policies, users, apps, data, …) for convenient 

access to data and metadata within a Pod.



PLASMA - Policy LAnguage for Solid’s Metadata-based Access control
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PLASMA - Policy LAnguage for Solid’s Metadata-based Access control
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New data regulations – DGA, Data Act, Health Data Spaces, …

Sharing data for altruistic purposes

European Data Spaces

Manufacturing

Green Deal

Mobility

Finance

Health

Public administration

Agriculture

Open Science Cloud

Energy

Skills

Enhancing Solid with Legally-aware Policies | Beatriz Esteves | GAI 2023 | CC BY 4.0 | beatriz.gesteves@upm.es

ex:policy1 a odrl:Offer ;

odrl:profile oac: ; odrl:uid ex:policy1 ;

odrl:permission [

odrl:assigner <https://beatriz.providerZ.com/profile/card#me> ;

odrl:target oac:Demographic ;

odrl:action odrl:use ;

odrl:constraint [

odrl:leftOperand oac:Purpose ;

odrl:operator odrl:isA ;

odrl:rightOperand :CombatClimateChange ] ] .

Policies for the (re)use of data

• Permissions and duties for the processing of public-sector data

• Conditions for data sharing by intermediation services

• Policies to share data for altruistic purposes



Conclusions & Future Work

• Ensure compatibility of  Solid servers, apps and services with the new policy layer 

• Maintain and update vocabularies according to the requirements mandated by new 

data-related regulations and guidelines from European supervisory authorities.

• Have different template policies for different use cases – the Pod can be created with a 

predefined set of  policies according to the data that is going to be stored

• Explore RDF surfaces as a new component to validate policies, reason over user 

preferences and data requests and perform usage control
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