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Source: circularise.com

https://www.circularise.com/blog/data-policies-in-the-eu#european-data-strategy
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SotA – Solid Authorisation
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Beatriz has read-write access to the resource

located at https://victor.pod/docs/file1

<#authorization1>

a acl:Authorization;

acl:agent <https://beatriz.pod/profile/card#me>;

acl:accessTo <https://victor.pod/docs/file1.ttl>;

acl:mode acl:Read, acl:Write.

WAC

Beatriz has read-write access to the resource

located at https://victor.pod/docs/file1

<#grant1> a acp:AccessGrant ;

acp:grant acl:Read, acl:Write ;

acp:context [

acp:agent <https://beatriz.pod/profile/card#me>;

acp:target <https://victor.pod/docs/file1.ttl>

] .

ACP
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Esteves, B., Pandit, H. J., & Rodríguez-Doncel, V. (2021). ODRL Profile for 

Expressing Consent through Granular Access Control Policies in Solid. In 

2021 IEEE European Symposium on Security and Privacy Workshops (pp. 298-

306). https://ieeexplore.ieee.org/abstract/document/9583717

Requisites for a GDPR-aligned Solid

R1. Support specifying user preferences as policies. 

R2. Incorporate vocabulary specifying or aligned to legal 

concepts. 

R3. Support specifying permissions and prohibitions at 

arbitrary granularity. 

R4. Record (store) policies used to authorize access.

R5. Keep logs (what? who? why? where? when? how?) to 

establish responsibilities and accountability within the Solid 

ecosystem

https://ieeexplore.ieee.org/abstract/document/9583717
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Esteves, B., Pandit, H. J., & Rodríguez-Doncel, V. (2021). ODRL Profile for 

Expressing Consent through Granular Access Control Policies in Solid. In 

2021 IEEE European Symposium on Security and Privacy Workshops (pp. 298-

306). https://ieeexplore.ieee.org/abstract/document/9583717

Requisites for a GDPR-aligned Solid

R1. Support specifying user preferences as policies. 

R2. Incorporate vocabulary specifying or aligned to legal 

concepts. 

R3. Support specifying permissions and prohibitions at 

arbitrary granularity. 

R4. Record (store) policies used to authorize access.

R5. Keep logs (what? who? why? where? when? how?) to 

establish responsibilities and accountability within the Solid 

ecosystem

ODRL + DPV

https://ieeexplore.ieee.org/abstract/document/9583717


Open Digital Rights Language (ODRL)
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W3C Recommendation to represent “Policies 

that express Permissions, Prohibitions and 

Duties related to the usage of  Asset resources”

https://www.w3.org/TR/odrl-model/

odrl:Rule
odrl:Permission

odrl:Prohibition

odrl:Duty

odrl:Constraint

odrl:constraint

odrl:Asset

odrl:Action

odrl:Party

odrl:function

odrl:action

odrl:target

Who [can|cannot|must] act what

in which resource how

https://www.w3.org/TR/odrl-model/


Open Digital Rights Language (ODRL)
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Target asset may be distributed until 2024-01-01

<#policy1> a odrl:Offer ;

odrl:permission [

odrl:assigner <http://example.com/org:43>;

odrl:target <http://example.com/document:44>;

odrl:action odrl:distribute;

odrl:constraint [

odrl:leftOperand odrl:dateTime;

odrl:operator odrl:lt;

odrl:rightOperand “2024-01-01”^^xsd:date

]

].



Data Privacy Vocabulary (DPV)
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W3C Community Group Report to 

express “machine-readable metadata 

about the use and processing of  

personal data based on legislative 

requirements such as the GDPR”

https://w3id.org/dpv

https://w3id.org/dpv


Data Privacy Vocabulary (DPV)
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ODRL profile for Access Control (OAC)
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https://w3id.org/oac

https://w3id.org/oac


ODRL profile for Access Control (OAC)
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Different Use Cases, Different Requirements

Focused on usage control

Temporal constraints (duration, interval, …)

Payments

Constraints on systems

Number of usages

Deletion after usage

Data Spaces

Make decisions for you in terms of  what data can 

be automatically shared

For what data types?

For what purpose? 

For which recipients?

For what type of automation?

Solid Agents
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Different Use Cases, Different Requirements

Aggregated data

If containing personal data, anonymisation needs

to be considered

Temporal constraints

Spatial constraints

IoT data

Disclose location of  transports, routes, …

Type of  vehicles

Types of  material being transported, ...

Information about people

Logistics
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Different Use Cases, Different Requirements

https://github.com/besteves4/oac-policies

Collection of ODRL policies

Different use cases will require different 

concepts to be modeled – should we aim 

to have an ODRL profile for Solid that 

caters to all of these requirements?

Difficult as new requirements might 

appear at any point…
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Policies in Solid
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Esteves, B., Pandit, H. J., & Rodríguez-Doncel, V. (2021). ODRL Profile for 

Expressing Consent through Granular Access Control Policies in Solid. In 

2021 IEEE European Symposium on Security and Privacy Workshops (pp. 298-

306). https://ieeexplore.ieee.org/abstract/document/9583717

Requisites for a GDPR-aligned Solid

R1. Support specifying user preferences as policies. 

R2. Incorporate vocabulary specifying or aligned to legal 

concepts. 

R3. Support specifying permissions and prohibitions at 

arbitrary granularity. 

R4. Record (store) policies used to authorize access.

R5. Keep logs (what? who? why? where? when? how?) to 

establish responsibilities and accountability within the Solid 

ecosystem

ODRL + DPV (OAC)

https://ieeexplore.ieee.org/abstract/document/9583717


Authorisations

Policies

Data

OAC + PLASMA

Policies in Solid + Logging
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Requisites for a GDPR-aligned Solid

R1. Support specifying user preferences as policies. 

R2. Incorporate vocabulary specifying or aligned to legal 

concepts. 

R3. Support specifying permissions and prohibitions at 

arbitrary granularity. 

R4. Record (store) policies used to authorize access.

R5. Keep logs (what? who? why? where? when? how?) to 

establish responsibilities and accountability within the Solid 

ecosystem



PLASMA - Policy LAnguage for Solid’s Metadata-based Access control
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https://www.flaticon.com/free-icons/work-in-progress


PLASMA - Policy LAnguage for Solid’s Metadata-based Access control
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PLASMA - Policy LAnguage for Solid’s Metadata-based Access control
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PLASMA logs

PLASMA
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Conclusions & Future Work

• Have different template policies for different use cases

• The Pod can be created with a predefined set of  policies according to the data that 

is going to be stored

• RDF surfaces as a new component to validate the policies being added to the Pod and to 

do the matching between user preferences and data requests

• App profile that makes clear the apps needs in relation to the data that is being accessed, 

the purpose, and so on.

• Logging, logging, logging, …
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