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Motivation

European strategy for data

Data is available for EU-
wide decision-making

and innovation
Data can flow

between sectors and
parties through data
spaces

2021 2022 2022
m Data Act Health Data Space

Data subjects are in
control

Tools to process and
access data are
secure and
sophisticated

Rules for access and use
of data are clear and in
line with other
regulations

Source: circularise.com
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Motivation

Decentralised
storage
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SotA — Solid Authorisation
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Problems
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Problems

Requisites for a GDPR-aligned Solid

Authorisations

R1. Support specifying user preferences as policies.

R2. Incorporate vocabulary specitying or aligned to legal
concepts.

R3. Support specifying permissions and prohibitions at
arbitrary granularity.

R4. Record (store) policies used to authorize access.

R5. Reep logs (what? who? why? where? when? how?) to
establish responsibilities and accountability within the Solid
ecosystem

Esteves, B., Pandit, H. J., & Rodriguez-Doncel, V. (2021). ODRL Profile for
Expressing Consent through Granular Access Control Policies in Solid. In

2021 IEEE European Symposium on Security and Privacy Workshops (pp. 298-
306). https://ieeexplore.ieee.org/abstract/document/9583717
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ODRL + DPV
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Open Digital Rights Language (ODRL)

W3C Recommendation to represent “Policies

that express Permissions, Prohibitions and

Duties related to the usage of Asset resources”
https://www.w3.org/ TR/odrl-model/

odrl:Rule odrl:target odrl:Asset
odrl:Permission
odrl:Prohibition odrl:action
odrl:Duty
odrl:Action Who [can|cannot | must] act what

odrl:constraint il’l Wthh resource

odrl:function

\ 4

odrl:Constraint

odrl:Party
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Open Digital Rights Language (ODRL)

hasPolicy

inheritFrom . partOf
3 o Asset
rofile relgtion
target
confliot ’
permission
subClass obligation
prohibition
Logical
Agreement Constraint
A uid
refinement rightOperandReference
3 data‘l‘_ype Ji operand
constraint unit st
status
leftOperand
operator
uid action Actio includedin
Operator LeftOperand
failure implies ]
\ rightOperand
subClass
[ RightOperand
Permission duty remedy T Party
function Collection
assigner partof A
consequence assignee
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Data Privacy Vocabulary (DPV)

1.1
1.2
1.3

21

211
21.2
213
214
2.2

221
222
223
224
225
226

Lale I 4

Introduction
Semantics

Base Vocabulary
Taxonomies

Entities
Classes
Entity
Legal Entity
Natural Person
Representative
Properties
has address
has contact
has entity
has name
has representative
has responsible entity

e L T T T e - S

Data Privacy Vocabulary (DPV)

version 1

Final Community Group Report 05 December 2022 WsC Community Group Report to
express “machine-readable metadata

This version:
https://www.w3.org/community/reports/dpveg/CG-FINAL-dpv-20221205/ about the use and processmg Of

Latest published version: personal data based on legislative
https://w3id.org/dpv . »»

| test editors draft requirements such as the GDPR
hitps://w3id.org/dpv/ed/dpy https://w3id.org/dpv

Editor:
Harshvardhan J. Pandit (ADAPT Centre, Dublin City University)

Former editor:
Axel Polleres (Vienna University of Economics and Business) - Until 31 December 2019

Authors:
Axel Polleres (Vienna University of Economics and Business)

Beatriz Esteves (Universidad Politécnica de Madrid)

Bert Bos (W3C/ERCIM)

Bud Bruegger (Unabhéngige Landeszentrum fiir Datenschutz Schleswig-Holstein)
Elmar Kiesling (Vienna University of Technology)

Eva Schlehahn (Unabhédngige Landeszentrum fiir Datenschutz Schleswig-Holstein)
David Hickey (Dublin City University)

Fajar J. Ekaputra (Vienna University of Technology)

Georg P. Krog (Signatu AS)
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Data Privacy Vocabulary (DPV)

» Primer for Data Privacy Viocabulary: An introductory document for DPV's concepts and taxonomies.

» Extensions to Concepts:
o [DPV-GDPR]: for GDPR concepts; serialisations: [DPV-SKOS-GDPR], [DPV-OWL-GDPR]

[Data Subjectl [ protlaétgsor 1 > [DPV-PD] for Personal Data concepts; serialisations: [DPV-SKOS-PD], [DPV-OWL-PD]

o [DPV-LEGAL] for Jurisdiction-relevant concepts; serialisations: [DPV-SKOS-LEGAL], [DPV-OWL-
LEGAL]

has repinion
“ o [DPV-TECH] for Technology concepts; serialisations: [DPV-SKOS-TECH], [DPV-OWL-TECH]
o [RISK] for Risk Assessment and Management concepts; serialisations: [RISK-SKOS], [RISK-OWL]

has rule /m  Guidelines for Adoption and Use of DPV:

has context o Guide on DPV's serialisations and semantics (coming soon)

has status Guide for using DPV with RDFS and SKOS (coming soon)

A
has data
processor

Data
Controller

has data controller

has data subject

Purpose
has purpose
Processmg has processing

Personal Data
Handling

is)

has personal datg has location . . .
has jurisdiction _ o Guide for using DPV in OWL2
Personal Data has lecal basis Location ] ] ] ) ]
9 o Guide for Privacy Notices using DPV (coming soon)

has applicable law

is)

Guide for Consent Records using DPV (being updated for v1)
Law Guide for GDPR DPIA's using DPV (being updated for v1)
has consequence o Guide for GDPR ROPA's using DPV (being updated for v1)

Legal Basis /

has right ha risk
] has technical
nght is implemented measure has organisational
using technology measure
Technical
Measure
Technology

is)

= Other Resources:

o DPV Use-Cases and Requirements

Consequence o DPV Examples

Organisational
Measure o NACE Taxonomy serialised in RDFS

o Extension providing EU Rights serialisations: [RIGHTS-EU-SKOS], [RIGHTS-EU-OWL]
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ODRL protfile for Access Control (OAC)

PreferencePolicy -------------- .
ST poliey
RequirementPolicy-------------- ’ | Pas :
sonalData
permission
prohibiticn
Entity -« 2SSiOner | — Access
dFQNEE action
—
constraint Rule EEEEE——
A A A action
_______________ ' "'-—)- Processing
Constraint Permission Prohibition Dty
isMoth — ﬂpiratﬂr Ieﬁ(iera'ld — Purpose odrl . rdfs subClassOf >
| !
_— »l )
rdf:
.y  Operator LeftOperand ome | —mr tyee o,
A ~AA “————  Recipient
subclass — s — . Legend
semantic LegalBasis TechnicalOrganisationalMeasure

https://w3id.org/oac
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ODRL protfile for Access Control (OAC)

1 <https://example.comfofferl> a odrl:0ffer ;
dct:description "0Offer to read identifier data for identity
«» verification and demographic data for research and development" ;

(]

F det:source ex:preferencel, ex:requirementl ;

4 dct:cr-eatur-ax:usarﬁ. i o i <https://example.com/requestl> a odrl:Request ;

# dct:is&_m&d 2022-11-08T17:26:35"" "xsd:dateTime ; 2 dct:description "Reguest to uze physzical trait data in a R&D project" ;

: zi:?lu:f?::ji::fl_; 3 dect:creator ex:userB ;

. udrl;iaignar EI;'Ill:-El'ﬂ. : i det-issned "2022-11-08T17:58:31" "xad:dataTima ;

u odrl:permission [ > odrl:uid ex:requestl;

i dpv:hasContext dpv:Optional ; . odrl:profile oac: ;

1 odrl:target cac:Demographic ; v odrl:permission [

12 odrl:action oac:Read ; B odrl:assignee ex:userB ;

13 odrl:constraint [ o odrl:action oac:Use ;

14 dct:title "Purpose for access is to conduct research and 10 odrl:target oac:PhysicalTrait ;
—+ development." ; 1 odrl:constraint [

13 odrl:leftlperand ocac:Purpose ; 12 det:title "Purpose for processing is to conduct research in the R&D

% odrl:operator odrl:isA ; -» project X." ;

17 odrl:rightOperand dpv:ResearchindDevelopment ] ] ; - odrl:leftOperand oac:Purpose ;

' ud;l:P;E“imt [d T 14 odrl:operator odrl:eq ;

: uzi:tu:;:amfl:;n:?ﬁ:: N 15 odrl:rightOperand ex:RDProjectX 1 ]

%1 odrl:action oac:Read ; '

- odrl:constraint [ 17  eX:RDProjectX a dpv:ResearchiAndDevelopment ;

= dct:title "Purpose for access is to verify the identity of the 18 rdfs:label "Conduct research in the RED project X."
~+ Aasgsigner.” ;

4 odrl:leftlperand ocac:Purpose ;

> odrl:operator odrl:isA ;

24 odrl:rightOperand dpv:IdentityVerification ] 1
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Difterent Use Cases, Difterent Requirements

Policies in Solid: The Road Ahead | Beatriz Esteves | Solid Symposium 2023 | beatriz.gesteves@upm.es



Difterent Use Cases, Difterent Requirements

Policies in Solid: The Road Ahead | Beatriz Esteves | Solid Symposium 2023 | beatriz.gesteves@upm.es



Difterent Use Cases, Ditterent Requirements

Collection of ODRL policies

Different use cases will require different
concepts to be modeled — should we aim

to have an ODRL profile for Solid that
caters to all of these requirements?

Difficult as new requirements might
appear at any point...

https://github.com/besteves4/oac-policies
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Policies in Solid

Requisites for a GDPR-aligned Solid

Authorisations

R1. Support specifying user preferences as policies.

R2. Incorporate vocabulary specitying or aligned to legal
concepts.

R3. Support specifying permissions and prohibitions at
arbitrary granularity.

R4. Record (store) policies used to authorize access.

R5. Reep logs (what? who? why? where? when? how?) to
establish responsibilities and accountability within the Solid
ecosystem

ODRL + DPV (OAC)

Esteves, B., Pandit, H. J., & Rodriguez-Doncel, V. (2021). ODRL Profile for
Expressing Consent through Granular Access Control Policies in Solid. In

2021 IEEE European Symposium on Security and Privacy Workshops (pp. 298-
306). https://ieeexplore.ieee.org/abstract/document/9583717
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Policies 1n Solid + Logging

S

Requisites for a GDPR-aligned Solid

Authorisations

R1. Support specifying user preferences as policies.

R2. Incorporate vocabulary specitying or aligned to legal
concepts.

R3. Support specifying permissions and prohibitions at
arbitrary granularity.

R4. Record (store) policies used to authorize access.

R5. Reep logs (what? who? why? where? when? how?) to
establish responsibilities and accountability within the Solid
ecosystem

Policies

OAC + PLASMA
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PLASMA

Policy Language for Solid’'s Metadata-based Access Control

Unofficial Draft 01 November 2022

v More details about this document
Latest published version:
https://harshp.com/plasma

Latest editor's draft:
https://coolharsh55.github.io/plasma/

WORK

IN PROGRESS

History:
Commit history

Editors:
Beatriz Esteves (OEG, Universidad Politécnica de Madrid)
Harshvardhan J. Pandit (ADAPT Centre, Trinity College Dublin)

Feedback:
GitHub coolharsh55/plasma (pull requests, new issue, open issues)

Copyright ©® 2022 the document editors/authors. Text is available under the Creative Commuons Aftribution 4 0 International Public License;
additional terms may apply.

Abstract

Currently, the Solid protocol and its specifications lack the terms to express metadata related to the entities,
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PLASMA - Policy LAnguage for Solid’s Metadata-based Access control

PLASMA aims to provide a set of taxonomies to express Solid-related use-cases in terms of:

What? i.e. the data in question

Who? i.e. who's data and who is requesting/using/providing it

Where? i.e. where the data is coming from, where it will be stored and where is it going

Why? i.e. for what purpose is the data being requested/used/shared?

When? i.e. over what temporal duration is the data being requested/used/shared?

How? i.e. how is this being done, by what means and technologies
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PLASMA - Policy LAnguage for Solid’s Metadata-based Access control

Log: A provenance record associated with a process.

= Datalog: A Log regarding actions on pata. For example, when data was added / stored in the Pod, when it PREFIX
was erased, accessed, or queried. PREFIX

. . . PREFIX

* AccessControlLog: A Log regarding access actions on pata. For example, when data was permitted or PREFIX

denied to be accessed. PREFIX
» Policylog: A Log regarding Policies governing the pata. For example, a new user preference or PREFIX
PREFIX

requirement was added, or an app made a request, or a policy negotiation succefully took place and the

rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns#>
rdfs: <http://www.w3.org/2000/01/rdf-schema#>

dct: <http://purl.org/dc/terms/>

xsd: <http://www.w3.org/2001/XMLSchema#>

dpv: <https://w3id.org/dpv#>

as: <https://www.w3.org/ns/activitystreams#>
plasma: <https://w3id.org/plasma#>

user granted their consent. PREFIX ex: <https://example.com/>
* IdentityLog: A Log regarding identity provision, verification, and its use. For example, an app's identity could ex:lLogs a plasma:lLog ;
not be verified, or a user succeffully logged in. dpv:hasStorage <https://solidweb.me/bestevesd/logs/datalog.ttl> ;

dct:issued "2022-11-088T18:12:37" " xsd:dateTime ;

= securityLog: A Log regarding security concerns and incidents. For example, data integrity has failed a
check, or there was an attempt to repeatedly access data without sufficient authorisation.

plasma:hasiogs ex:logA, ex:logB .

ex:logA a plasma:DataLog, as:Create ;
dct:issued "2022-12-088T18:13:37""xsd:dateTime ;

as.
d51
d5 3

actor <https://solidweb.me/bestevesd/profile/card#me> ;
summary "Beatriz added a new resource to the Pod" ;
object <https://solidweb.me/bestevesd/health/fitnessTracker.ttl> .

ex:logA a plasma:DatalLog, as:Update ;
dct:issued "2022-12-15T18:13:37""xsd:dateTime ;

a5,
d5 3
da5.

actor <https://solidweb.me/bestevesd/profile/card#me> ;
summary "Beatriz updates a resource” ;
object <https://solidweb.me/bestevesd/health/fitnessTracker.ttl> .
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PLASMA logs

PLASMA

5.1
5.2
5.3
54
5.5
5.6

a.7

Workflows

Provisioning a Pod
Adding Data to a Pod
Creating User Policies
Apps Requesting Data
Services Requesting Data

Returning Results Derived from
Processing Operations

Auditing Pods, Data, and Apps
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Conclusions & Future Work

* Have different template policies for different use cases
* The Pod can be created with a predetfined set of policies according to the data that
1s going to be stored

* RDF surfaces as a new component to validate the policies being added to the Pod and to
. do the matching between user preferences and data requests

* App profile that makes clear the apps needs in relation to the data that 1s being accessed,
the purpose, and so on.

* Logging, logging, logging, ...
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