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Data doesn’t flow well enough…

THE BATTLE OF THE INTERNET: OPEN VS CLOSED – FURTHER EXPLORATION, 
Christopher Langley

https://mrchristopherlangley.wordpress.com/2015/02/15/the-battle-of-the-internet-open-vs-closed-further-exploration/
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… or its flowing in the wrong way

“2023 was the worst-ever year for breached healthcare records with breached 
records increasing by 156% from 2022 to 133,068,542 breached records, beating the 
previous record of 113 million records set in 2015. In 2023, an average of 373,788 
healthcare records were breached every day.” [In the US only]

Security Breaches in Healthcare in 2023, The HIPPA Journal

FIERCE Healthcare

https://www.hipaajournal.com/wp-content/uploads/2024/01/Security_Breaches_In_Healthcare_in_2023_by_The_HIPAA_Journal.pdf
https://www.fiercehealthcare.com/health-tech/teladoc-owned-betterhelp-pay-78m-users-alleged-data-misuse-ftc-order


Transparency as an obligation

[Photo: Dima Yarovinsky]
https://www.fastcompany.com/90171107/printing-out-the-privacy-policies-of-facebook-snap-and-others



And if that wasn’t enough…



And if that wasn’t enough v2…



Consent will never scale

foiman.com

https://www.i-scoop.eu/gdpr/consent-gdpr/


Consent will never scale

Dall-E rendering of how the EDPB views choices
https://www.linkedin.com/pulse/op-ed-critical-analysis-edp
bs-pay-consent-opinion-peter-craddock-obl3e/

https://www.linkedin.com/pulse/op-ed-critical-analysis-edpbs-pay-consent-opinion-peter-craddock-obl3e/
https://www.linkedin.com/pulse/op-ed-critical-analysis-edpbs-pay-consent-opinion-peter-craddock-obl3e/
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Technical contracts ≠ legal contracts

● Technical contracts focus on usage and pricing of data and services

● Legal contracts focus on the rights and obligations of the involved parties

● We want to bridge this gap by having services that allow the negotiation of 
which legal ground to use and move away from the overuse and misuse 
of consent



From raw data to digital trust

● Trust is a shared human understanding…

○ It grows and evolves over time

● Make data flow better…

○ People want to know that their data is being used according to their 
wishes

■ Rights exercising made easy

○ Businesses need to have data available at the right time

■ Data is relevant / correct / complete

■ Legal compliance made easy



How are we making it happen?



Open Digital Rights Language (ODRL)

• W3C Recommendation

• Maintained by the W3C ODRL Community Group

• Composed by several specifications
• ODRL Information Model – W3C Recommendation
• ODRL Core Vocabulary – W3C Recommendation
• ODRL Implementation Best Practices
• ODRL Profile Best Practices
• ODRL Formal Semantics [Under development]

• Easily extendable through the use of ODRL profiles

https://www.w3.org/community/odrl/
https://www.w3.org/TR/odrl-model/
https://www.w3.org/TR/odrl-vocab/
https://w3c.github.io/odrl/bp/
https://w3c.github.io/odrl/profile-bp/
https://w3c.github.io/odrl/formal-semantics/


Data Privacy Vocabulary (DPV)
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Initiatives to achieve interoperability in healthcare



Global Alliance for Genomics and Health (GA4GH)

The not-for-profit Global Alliance for 
Genomics and Health (GA4GH) sets 
standards and frames policies to 
expand genomic data use within a 
human rights framework.

https://www.ga4gh.org/

http://purl.obolibrary.org/obo/duo

The (GA4GH) Data Use Ontology (DUO) 
includes terms describing data use 
conditions, particularly for research 
data in the health/clinical/biomedical 
domain.

https://www.ga4gh.org/
http://purl.obolibrary.org/obo/duo


Data Use Ontology (DUO)
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Enhancing DUO with ODRL
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What about Health Data Spaces?



What about Health Data Spaces?



Balancing Access and Privacy 
of Personal Health Data

Beatriz Esteves, UGent – imec


