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MOTIVATION

No one shall be
subjected to arbitrary
interference with his
privacy, family, home

or correspondence

Universal
Declaration of
Human Rights

European
Convention
on Human

Rights

Segarantizael derecho
al honor, a laintimidad
personal y familiar
y alapropiaimagen

Spanish
Constitution

protection of individuals
with regard to the processing
of personal data and on the
free movement of such data

Data
Protection
Directive

Everyone has the right
to respect for his private

and family life,his home

and his correspondence

Convention
108 ofthe
Council of

Europe

Convention for the
protection of individuals
with regard to the
processing of personal data

Charter of
Fundamental
Rights of the

Al
000 000

protection of natural persons
with regard to the processing
of personal data and on the
free movement of such data

General Data
Protection
Regulation /
Police
Directive

Everyone has the right
to the protection of
personal data concerning
him or her
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Create your first playlist

It's essy, wa'll halp

Let's find some podcasts to follow Artist pick

We'll keep you updated on new episodes

such as unique Woe and our partners process data to provide:
108 10 PrOCOSS PRrIoNa! ot more about the sos for
pe pe . o ,W.rpo Store and/or acoess information on a device. Personalised advertising
which we and our partners use Cookies of axarcise your preferences by clicking the :
‘Coolde Settings’ button below. You can revisit your consent choices or withdesw Porsonalised content, Advertising and content measurement, sudence
consent a1 any time by clicking the link to your coolde settings in our Cookie Policy ressarch, and services development.

These choicos will be signaled 10 our partners sad will not aftfect browsing data

ACCEPT COOKIES COOKIE SETTINGS

LIST OF PARTNERS (VENDORS)
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THE BATTLE OF THE INTERNET: OPEN VS CLO

THER EXPLORATIONChristopher Langley

8 DEEP
EY ROOT

Deep Root

Analytics EQUIFAX

2017

Data from Deep Root
Analytics and other
Republican contractors,
including names, birth
dates, addresses, voter
registration details, and
social media posts

Uber
@
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Users Users
Uber

2017

Equifax Aadhaar Breaches
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Careem Timehop
2018 2018
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2018

Cambridge
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addresses, and other Analytlca
“highly personal

characteristics” like 2018

interests, habits, and

gender of children Facebook profiles,
personality traits,
and social media

ﬁ identities
? - @

My
Fitness
Pal

2018

Usernames, email
addresses, and
hashed passwords

150M
Users

50M 340M 87M
Users Records Users
Facebook
2018 wranfr
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Recipients

Social security

Social media

Name

Phone number

IP address

GPS location

Account numbers

Email address

Personal Data

Education

Birthdate
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Subscriptions
Preferences

Device IDs

Work experience

Special
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Trade union

Health and
membership eanan

sexual
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DEFINITIONSWPOLICIES & ACCESS CONTROL

Documents that describe conditions for access and

usage of content

A user preferences

A apps privacy policies

A data requests

A data access agreements

Entity

requesting/ Requested

resource(s)

being
requested
access

Rules
Permissions
Prohibitions
Constraints

Usage
control

Delete data

Data can only be after 1 week

accessed once

Access
control

Data can only

be accessed by Purpose for
my GP accessis

service provision

Access for
commercial purposes
Is prohibited Resource can
only be updated

Email address
can be read by
everyone




DEFINITIONSWDECENTRALISATION

Centralised Web environment Decentralised Web environment
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OBJECTIVES AND RESEARCH QUESTIONS

To what extent are Semantic Web vocabularies and decentralised technologies able to support the
exercising of data subject rights and determine the access conditions to personal data?

RQ1.Are Semantic Web standards and specifications able to represent information related torivacy preferences ,
data access policies , and other metadata, aligned with personadlata protection requirements?

RQ2.Can Semantic Web vocabularies be used to determinaccess control conditions to personal data stored in
decentralised data systems ?

RQ3.Is it possible, using decentralised Web technologies, to facilitate thexercising of data subject rights in light
of the GDPR?

11



OBJECTIVES AND RESEARCH QUESTIONS

Research methodologies and design vocabularies and services to aid EU data subjects in taking
control of the movement of their personal data.

O1.Design methods and systems tassist data subjects (in representing their privacy preferences and consent) and

data controllers (with GDPR requirements) in order to suppodutomated data transactions, accountability and
transparency .

O2. Design apolicy matching algorithm that utilises the developed vocabularies to express datasharingpreferences ,
requests and agreements in decentralised personal datastores.

O3. Design a service, using state of the art vocabularies, to assist witlepresenting information connected with
] ? A Adath diibject rights .
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B2
DECENTRALISED WEB 000 000

LDP WAC E Y ( Ruthérisation mechanism currently relies
on two access control languagest WACand ACP

WAC T Web Access Control

solidproject.org

HTTP

WebID

<#fauthorizationl> a acl:Authorization ;
acl:agent <https://beatriz.providerZ.com/profile/card#me> ;
acl:accessTo <https://victor.providerY.com/docs/filel.ttl> ;
[wim ‘{;‘ acl:mode acl:Read, acl:Write .

8 @z B =)y @ o
o o ACPT Access Control Policy

N HH P <#grant1> a acp:AccessGrant ;
Icons: freepik.com acp:grant acl:Read, acl:Write ;
acp:context [
acp:agent <https://beatriz.providerZ.com/profile/card#me> ;
. - . . acp:issuer <https://identityProviderZ.com> ;
Solidis aspecmcatlon for decentralised data stores acp:target <https://victor.providerY.com/docs/filel.ttl> ;

based on interoperable data formats and protocols acp:client <https://clientApplicationA.com> ]

000
000
000
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DATA PROTECTION VOCABULARIES

B3
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DATA PROTECTION VOCABULARIES

“Principle of Lawfulness, Fairness, and Transparency”

[ ——
7 _————('Principle of Accuracy' )
s Z__'Prlr\clple of Imtegrity and Conﬁdent\alrty:'

- [ / J—

¢ "Principle of Data Minimisation'

oy —
yd T A GDPRasalinked data resource

—————{ Seal )

—, A Extends the European Legislation Identifier (ELI) ontology to

connect GDPRconcepts with the specific chapters, articles or

— ol sy points of the regulatory text

____('DPO Obligation' B

 COftintr iy > A Main concepts: legal entities, rights and obligations,

([ 'Lawful Basis' B

- principles and activities which specify processes and actions

Cpresr O b defined in the GDPR

"0bligation for data collaction’ B

e A Terms are linked to the relevant GDPR provisions using

_'Right to object processing'

P — rdfs:isDefinedBy.
N — -p:{:‘?r}t:tﬂéspa:rerﬁyf ]
(L e https://w3id.org/GDPRIEXT

T 'Right ta Access Persondl | Data’ B
~———'Right ta restrict processing’ b

— N I. HarshvardhanJ. Pandit, KanizFatema, Declan § k E 2 { &ng Ravdl éis. GDPRtEXTr GDPR
[ TT——

A;D;ga; o -

S to ot be evaluster throvsh autorsted processing> as a Linked Data Resource. The Semantic Web, volume 10843 of Lecture Notes in Computer
Science, pages 4811495. Springer International Publishing, 2018, doi: 10.1007/978-3-319-

~ — 417-4 31.

Right to bas\f unro_rmat.on abo_ut processing of_per%or}al_dai_:a‘ » = 19

—Right of Data Portability' B

T (Entity B \s-a —
- ———— "Right of Erasura’ b
T Factors for Impact Assessmert' B = T
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http://doi.org/10.1007/978-3-319-93417-4_31
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DATA PROTECTION VOCABULARIES

B2

B3
000
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\

i RISK

— ProcessingScale Organisation
— GeographicScale Authority hasimpact—  Impact
Justification - Q;
DERENS Importance BT e —hasConsequence—» Consequence
——DataSubjectScale Scope LegalEntity |—nasLikelihood—  Likelihood
— StorageCondition Duration Entity hasDataSubject hasSeverity—®»  Severity
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a hasEnti " .
J Mecessity islmpler::ﬂlzt:;yEnlW hasRisk RiskMitigationMeasure — httpS . / / WS I d . O rg / d pv
J
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Process - hasPurpose
hasLocation
hasJurisdiction
PhysicalMeasure < 1asPhysicalMeasure——| LeoaBasi hasData
TechnicalMeasure <€ hasTechnicalM _ s LocationLocality hasPersonalData
) - [ Data ] A '
LegalM A hasApplicableLaw LD - pata D eve I O ped by th e W3C D a.ta P r|Vacy
0 e < aslLeg v Location . N
LegaBasis L PersonaiDats Vocabularies and Controls Community
OrganisationalMeasure <———nasOr re— & PSR
R 3 Group (DPVCQG
Rule « hasRul DE i -
SpecialCategoryPersonalData
Permission <€ hasPermission: P A D f. . . d. t. t. t I
— E ) efines a jurisdiction -agnostic ontology
= . N N I N - i
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[ .
Ci
onsent [ | concept from DPV 1.0 P | pI‘OCGSSIng Of perSOHa| data
Sontact 1= : expanded scope for data |
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instantiate specific concepts in practical

Harshvardhan J. Pandit, Axel Polleres, Bert Bos, Rob Brennan, Bud Bruegger, Fajar J Ekaputra, JavierD. Fernandez, use-cases

150 RoghaiyehGachpazHamed, Elmar Kiesling, Mark Lizar, EvaSchlehahn, Simon Steyskal, and RigoWenning. Creating a
Vocabulary for Data Privacy: The First-Year Report of Data Privacy Vocabularies and Controls Community Group A
&— (DPVCG) On the Move to Meaningful Internet Systems. OTM 2019 Conferences, volume 11877 of Lecture Notes in
Computer Science, pages7141730. Springerinternational Publishing,2019. doi: 10.1007/978-3-030-33246-4 44,

Has law-specific extensions
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http://doi.org/10.1007/978-3-030-33246-4_44
https://doi.org/10.1007/978-3-031-77847-6_10
https://w3id.org/dpv

B3

POLICY LANGUAGES

(C1) Ability to model deontic concepts, e.g., permissions,
prohibitions, obligations.

(C2) Ability to model GDPR concepts.

(C3) Existence of taxonomies of terms to populate policy
conditions.

(C4) Existence of mechanisms to assist with compliance.
(C5) Resource is maintained/continues to be actively
developed.

(C6) Existence of an open and accessible specification.

o ¢ . o
:“"' LegalRuleML | Yes | Partially | No | Yes Yes Yes
1
1

\ ODRL Yes | Partially | Yes | No Yes Yes

SPL No | Partially | Yes | Yes No Yes

' A-PPL Yes | Partially | No | Yes No No

f}, DPF Yes | Partially | No | Yes | Unknown | No
P , P3P No | Partially | Yes | No No Yes

/© Extensions \ _-" ol @ AIR No No No | Yes No Yes
O . ) @ h LPL No | Partially | No | Yes | Unknown | No
Analysed solution AN g S4P No Partially No | Yes No No

P2U No | Partially | No | No No No

O Dependencies S~e L @ -7 POL No | Partially | No | No No No
\ ——  Extended by / PPO No No No | No No No
XPref No No No | No No No

21



@LogicalFormula
£

subClass0f
subClass0f
&DeonticRole @Reparation
@DeonticSpecification 4_\—1}-__ F, \\
e \ . .
zubClass @Compliance Subpg’e"pemgﬁbpmphﬁ\yof duphain dam
Iy
&Auxiliampaﬂy |/_P\,app|iesF'enaIt5r| |&toprescripti\reStatement
subCjaszg l:@'\Jiolation
rafge rarjge
@Dbligation @Penaltyﬁtatement @Prescripti\testatement
@SuborderList @Modali’q,r
@Permission
ange  subClassOf
@Prohihition @Right

@Deontichﬂodality

)

P
subPrerhrle
@Statement m damain ﬁ hasTemplate

subCTE
LogicalFarmulastatement ran
subuETassOf @ c
tsfmintith

l@)Template

@RuleStatement @C)verrideStatement

:hkiof @ReparatinnStatement

subClass @PrescriptiveStatemem

disjpHitiiith
disjoi @PenaltyStatement

@Cunstituti\reStatement
Lstatfitufith

@FactualStatemem

dizjpifitifith

LegalRuleML Core Specification Version 1.0 T OASISStandard, 2021 URL hitps://docs.oasis-

I Monica Palmirani, Guido Governatori, Tara Athan, Harold Boley, Adrian Paschke, Adam Wyner.
o n.org/l [ruleml/I l[ruleml-cor vl | l[ruleml-core- -v1.0-0s.html.

LegalRuleML

XML-based rule interchange language for the
legaldomain

Key attributes include the utilisation of
multiple semantic annotations for various
legal interpretations , deontic operators,
temporal rule management, and statements
segmentinvolvesthe formalisation of norms

Used PrOnto ontology to model rules and
verify compliance with ] ? A Aréqbirements
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https://docs.oasis-open.org/legalruleml/legalruleml-corespec/v1.0/os/legalruleml-core-spec-v1.0-os.html
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POLICY LANGUAGES

odrl:Rule
odrl: Permission
odrl:Prohibition
odrl:Duty

odrl:target __--'[
_—'--_'_'_'-'_'_'_'_'_'-'_

cdrl:action

odrl:Asset ]

\[

odrl:function

odrl:Action ]

odrl:constraint

odrl:Party ]

odrl:Constraint

Wheo [can | cannot | must] act what
in which resource

Renatolannella, SerenaVillata. ODRLInformation Model 2.2 T W3C Recommendation 15
February 2018, 2018. URL https://www.w3.0rg/TRodrl-model/.

Renatolannella, Michael Steidl, Stuart Myles, Victor RodriguezDoncel. ODRLVocabulary
& Expression 2.2 1 W3C Recommendation 15 February 2018 2018 URL
h Jiwww w3.0rg/TR/odrtv

Open Digital Rights Language (ODRL)

A W3C Recommendation

A Maintained by theWw3C ODRL Community Group

A Composed by several specifications
A ODRL Information Modelr W3C Recommendation
A ODRL Core Vocabulary W3C Recommendation

A ODRL Implementation Best Practices
A ODRL Profile Best Practices

A ODRL Formal Semantic§Under development]

A Easily extendable through the use of ODRL profiles
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C1 C2 C3

Ontology implementation

i+ Ontology | i = Ontology
v Developers = Ontology Developers
i+ Users i Developers i+ Users
i » Experts = Experts
Ontolegy
: Ontology Ontology Ontology Ontology Ontology
requirements — =———— S m—T . — . > S — :
specification conceptualization encoding evaluation publication maintenance
I | | I 1 1
I | | I 1 ]
I | | I 1 ]
Y b L b Y Y
ORSD Ontology model Ontology code Evaluated Online ontolo Issues, bugs, etc
ay ay ontology ay ¢ DUgs, etc.
A A
|
|
: Y : Legend
|
|
- - - Ontology reuse --' | TS
. & Actors
o Activity output
e Ontology —
De\;e|c.per5 Ecti'la"it}l' flow
Artefacts

Derived from LOT Methodology http:/flot linkeddata es
@Ontology Engineering Group

Conceptualisation: Chowlk
Encoding:VSCode
Evaluation:

A CQs as SPARQL queries
A 0OPS!

A EOOPS!
A Legal experts

Publication: w3id.org

Maintenance: GitHub
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ODRL PROFILE FOR ACCESS CONTROL .22. ..Cf.

AADEt RHGUWGY

A Y2130¢c¢UHIDWRUNY I

[2G30W RNGqt WCUI R1. Support specifyinguser preferences as policies .

EJfte | Ra! WaWct el | R2. Incorporate vocabulary specifying oaligned to legal

HI LL” U* RDU Concepts_
R3. Support specifying permissions and prohibitions at
arbitrary granularity .
R4. Supportidentifying and resolving conflicts based on
scope.

Human-centric preferences R5.Record policies used to authorise access.

Broad and narrow permissions R6. Support querying policies and authorisations for

Handle conflicts introspection of data use .
Understandability

27
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C2
ODRL PROFILE FOR ACCESS CONTROL 000 0000

----- | S Agreement

R Offr ODRL profile for Access

N e Control (OAC)

'
'

YV VYV VYV

Policy https://w3id.org/oac

| PersonalData
permission

‘ application. prohibition
¢ ] obligation target
. action
assigner Ly

assignee o Rule
constraint

v : E :
Operator <—operator— Constraint Permission Prohibition Duty
A A

leftO d .
““““ a R

rdf:type

RN S a--»  LeftOperand A LA
A A A D R t oac odrl property

. 0 9 ecipien

semantic _ [j oac property

—_—

LegalBasis Technology TechnicalOrganisationalMeasure Labels

Access Control Policies in Solid. In 2021 IEEEEuropeanSymposiumon Security and PrivacyWorkshops, pages2981306, 2021

I Beatriz Esteves,HarshvardhanJ Pandit, and Victor RodriguezDoncel. ODRLProfile for Expressing Consent through Granular
&r— Jdoi: 10.1109EuroSPWb4576.2021.00038.
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http://doi.org/10.1109/EuroSPW54576.2021.00038

oY C3

§? AxIOAAS[ f xXEK[ §AIO 99EEEK39§MN’§§5§ 000 0000

Of 131 kt WA In 131 1) BFFRequest
<httpsa://example.com/agreement1> a odrl:Agreement ;

é& odrl:profile cac: ;

. dct:description "Agreement to read physical trait data in a RED
ReqUIrementS Context — project" ;

dct:creator ex:userd ;

dct:issued "2022-11-08T18:13:37"" "xsd:dateTime :

* odrl:uid EI:HETEEEHEHT.‘] H
dct:references ex:offerl, ex:requestl

dpv:hasDataSubject ex:userh ;

dpv:hasDataController ex:userB ;

Pollcy matchlng & dpv:hasLegalBasis dpv:Consent ;

odrl:permission [
(:()r]f”(:t FQEEE;()ILJti()r] odrl:aseigner ex:userh ;
odrl :assignee ex:userB ;
odrl:action oac:Read ;
odr] :target oac:PhysicalTrait ;
odrl:constraint [
dct:title "Purpose for processing is to conduct research in the RED
- project X." ;
odr] :leftOperand oac:Purpose ;
odr] :oparator odrl:eq ;
odrl:rightOperand ex:RDProjectX ] 1

Store request &

Generate agreement

29
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ODRL PROFILE FOR ACCESS CONTROL 2000 o000 0000

Logged in as: https://pod. inrupt.con/besteves/profile/card#me LOGOUT
-
O D R L P rofl Ie fo r Ac ce ss C o n t rol SOPE allows you to define ODRL policies, based on the OAC specification, to govern the access to Pod resources and to store them on your Pod. Select the type of policy you

want to model, choose the types of personal data and purposes to which the policy applies, generate the ODRL policy's RDF and save it in your Pod by clicking on the
“Generate” button.
Draft release 09 October 2023

EDITOR

Version: 0.2

T .
Latest editor's draft: Choose type of policy:

httpS:l’/WBKj.OrngaC Pol :?T”f PREFIX odrl: <http://www.w3.org/ns/odrl/2/>
Editors: Permission - PREFIX oac: <https://w3id.org/oac/>
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METADATA LANGUAGE FOR SOLID

Requisites for a GDPR-aligned Solid

R1. Support specifyinguser preferences as policies .
R2. Incorporate vocabulary specifying oaligned to legal

concepts . o )

R3. Support specifying permissions and prohibitions at o) GORAloOYsl Do G ¢t uc
arbitrary granularity .

R4. Supportidentifying and resolving conflicts based on

scope.

R5.Record policies used to authorise access.

R6. Support querying policies and authorisations for

introspection of data use .

R7. Record information aboutPod, apps, services, data,
and theirproviders/developers .

R8. Support specifying of differenagreements and
notices .

R9. Recordprovenance information for future
introspection and convenient access to data.

R10. Provideconformance conditions to assist with legal
compliance.
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METADATA LANGUAGE FOR SOLID

" Data Provider

https://w3id.org/plasma

<https://example.com/PodManagementData> a plasma:PodManagementData ;
dcterms:description "Metadata of User A's Pod"Qen ;
odrl:hasPolicy <https://example.com/PodAgreement> ;
plasma:hasProvider <https://example.com/PodProvider_EntityA> ;

3 plasma:hasDeveloper <https://example.com/PodDeveloper_ EntityB> ;

User Consent . plasma:hasProvider <https://example.com/SolidPlatformProvider_EntityC> ;

plasma:hasProvider <https://examp1e.com/InfrastructureProvider_EntityD) H
plasma:implementedSolidPlatform <https://example.com/SolidPlatform_E> ;
plasma:implementedSolidSpecification <https://example.com/SolidSpecification_v0_10_0> .

<https://example.com/PodAgreement> a plasma:PodAgreement .

<https://example.com/PodProvider_EntityA> a plasma:PodProvider ;
dpv:hasName "Entity A" ;
dpv:hasAddress "Address of Entity A" ;
dpv:hasContact "mailto:entity_a@mail.com"

<https://example.com/SolidPlatform_E> a plasma:SolidPlatform ;
plasma:hasProvider <https://example.com/SolidPlatformProvider_EntityC> ;
dcterms:source <https://example.com/products/solid-server> ;
dpv:hasPolicy <https://example.com/products/solid-server/privacy-policy> ;
schema:codeRepository <https://example.com/code-repository/solid-server> ;
pav:version "0.1.0" ;
dcterms:license <https://dalicc.net/licenselibrary/CC-BY_v4> .

<https://example.com/SolidSpecification_v0_10_0> a plasma:SolidSpecification H
dcterms:conformsTo <https://solidproject.org/TR/2022/protocol-20221231> ;
dcterms:creator "Sarven Capadisli", "Tim Berners-Lee", "Ruben Verborgh", "Kjetil Kjernsmo" ;

71¢ tﬂ” I'%MJLE m Al Y62 dﬂﬁ E 6@@ CR.@(DG] q mlm&”j CL][DY..]Z 131 Cﬂdm H‘H]]LRT dcterms:license <https://dalicc.net/licenselibrary/MIT> ;

.. .. L e .. .. e N S pav:version "0.10.0"
G A @Y |t H‘@%@ qyY E?YJ”] N ¢ q ql8 i BHA X YbE K9 Wi M H D dcterms:created "2022-12-31"""xsd:date ;

=eilTe) schema:codeRepository <https://github.com/solid/specification> .
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Abstract

Currently, the Solid protocol and its specifications lack the terms to express metadata related to the entities,

roles, processes or infrastructure necessary to provide transparency to its data handling practices. In particular,
these specifications do not have the terms to deal with the obligations and requirements brought by regulations
related to (personal) data protection and privacy. The establishment of a metadata language such as PLASMA

] EVO] 8§ AIOE§ x f ¥

Cl C2 C3
0000 000 0000

shapes:PodManagementData

rdf:type sh:NodeShape ;

rdfs:label "Pod Management Data"@en ;

sh:property shapes:PodManagementData_description ,
shapes:PodManagementData_hasPolicy ,
shapes:PodManagementData_hasDeveloper ,
shapes:PodManagementData_hasProvider ,
shapes:PodManagementData_implementedSolidPlatform ,
shapes:PodManagementData_implementedSolidSpecification ;

sh:targetClass <https://w3id.org/plasma#PodManagementData> .

sh:datatype
sh:maxCount
sh:minCount
sh:name
sh:nodeKind
sh:path

shapes:PodManagementData_description

rdf:langString ;

"description"Qen ;
sh:Literal ;
<http://purl.org/dc/terms/description> .
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EXERCISING RIGHTS 0000 o000 2000
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Prior consultation (PC)

Notification of a personal data breach to the supervisory authority (NDB)

Communication of a personal data breach to the data subject (CDB) Data protection Data
Information to be provided where personal data impact assessment Protection
are collected from the data subject (RI1) (DPIA) .
Officer

Information to be provided where personal data
have not been obtained from the data subject (RI2)

Right of access by the data subject (RA) RDP

RE

v Right to withdraw consent (RWC) 3 Y
Right to rectification (RR)

Right to erasure (RE) Data Controllers AN Recipients
. Right to restriction of processing (RRP)

W Y 1 I N . P F
Notification obligation regarding rectification or erasure 1

of personal data or restriction of processing (RN)

. Right to lodge
Supervisory a complaint Data

Authority - Subject

N

Right to data portability (RDP)

Right to object (RO)

Automated individual decision-making, including profiling (RDM)

NDB

Joint Controllers (JC)

Contract with Data
Processor (CPr) Processors

Records of processing activities (ROPA-DC)

Records of processing activities (ROPA-DP)

Ol



V] C1 C2 C3

EXERCISING RIGHTS 0000 o000 0000

(Accepted > Fulfilled |

Initiated Acknow

ledged >

CRejected > | Unfulfilled |

@quires Acti@

e e —————

H DataSubjectRight‘ @inn Delay@
i

|

PassiveRight J— —

Thing |——hasRight Right |k C Required Action Perfarmf_g;
ActiveRight -—_—

hasNotice Notice ISExercisedAt hasJustification

l RightExerciseActivity |—

r
RightExerciseNotice ‘ I Justification
5 R|ghtFqu|ImentN0t|ce‘ NonPerformance _ . —
e Exerciselustification Delaylustification
Justification
‘RightExerciseRecord ‘ «{ RightNonFulfilmentNotice ‘
_ I NotRequired RightNonFulfilment RightExercise RightFulfilment
dCt.hEtSPart Justification Justification Justification DelayJustification
q RightExerciseActivity }7hasStatus RequestStatus

isBefore
isAfter 35
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ex:RejectRightToErasure a dpv:RightNonFulfilmentNotice ;

http://w3id.org/people/besteves/justifications LI SO, - k- I, g : : 2
dcterms:description "Notice of non-fulfillment related to an exercised right to erasure

dcterms:identifier "x4ghyun-658393" ;
dcterms:language "EN" ;

»

. Rights Exercising with DPV dcterms:publisher ex:DataController ;
stract Unofficial Draft 07 February 2024 dpv:hasRight eu-gdpr:A17 ;
1. Overview . < " ral . 1 .
1.1 Namespaces ¥ More details about this document dpv.ha.)Data(,ont-o-le‘r ex.DataContro-ler :
s bished versi dpv:isImplementedByEntity ex:DataController ;

L iatil i i itest published version: - .
> AT pEE e OURGE hitns:/oestevesd,github.ioldpy-Tights-exercising! foaf:page <https://example.org/DataController/RejectRightToErasure> ;
3. Notifying rights-related activities Lats:llledi;:r'stdraf:: b i e de :hasReci p] ent ex: Datas"«lbj ect ;

_ ) _ ps:/besteves4.github.io/dpv-rights-exercising : £ > 2 N £ £11

:,1 g mssxemr:f:;:\::;i History: dpv.ha..Stat\'x., . dvaReqL-.estt.Jn.'u] fw'.l led ~ : '

i g ! Commit history dpv:hasJustification justifications:FreedomOfExpressionImpaired
4.2 Rights exercise records Editor: B

. " L Beatriz Esteves g = -

5' 2‘.‘2&"?.‘;‘;‘»%"&3322?2‘3?..‘."p‘iﬁc"il Author: ex:DataSubject a dpv:DataSubject
51 Right of access Beatriz Esteves
52 Right to rectification Feedback:
53 Right to erasure GitHub besteves4/dpv-rights-exercising (pull requests, new issue, open issues) . . . . .
e e Sy — Beatriz Esteves, Victor RodriguezDoncel, and Ricardo Longares Automating the
56 Rightto abiect adton)erms ey seot Response to ] ? A ARight of Access. In Legal Knowledge and Information Systems,

T et povesang @00+1406e @&— Pagesl70r175.10SPress,2022. doi: 10.3233/FAIA220462.

Abstract

This document provides guidelines and examples on how to express information about the management and B eat r IZ ESte Ves ’ H aI'S hVard h an \1 Pand It 1 G eo rg P Krogu and Pa UI R yan- H OW to M ana-g e

:xelcising of rights, in particular re\afed to the data subject rights enacted in the GDPR, using the Data Privacy My Data') Wlth M a.Ch | ne TI nte rp retabl e G D PR R | ghtS' I n Legal KnOW| edge and
locabulary (DPV) and other semantic standards.

&— nformation Systems, 269774. IOSPress,2024. doi: 10.3233/FAIA241254,
http://w3id.or I ves/righ 36
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ONTOLOGY EVALUATION

Ontology FOOPS! score | Findable | Accessible | Interoperable | Reusable

OAC 91% 8/9 2(3 3/3 8.83/9
PLASMA 91% 8/9 209 3/3 8.83/9 H
CQO* || SPARQL query
DPV 64% 5.33/9 2/3 3/3 4.92/9 SELECT ?policy WHERE {

CQO1 ?policy_uri a ?policy .

ODRL 64% 4.5/9 3/3 3/3 4.75/9 ?policy_uri odrl:uid ?policy_id . }

SELECT ?action WHERE {

?2poli i a ?policy . ?policy_uri odrl:uid ?policy_id .
DCAT 64% 4.33/9 3/3 3/3 5.14/9 OROZ(  SRekicy méi odilspermissian) odvispechibibion. faale «

Validation of OAC’s competency questions with SPARQL queries.

?rule odrl:action ?action . }
ACP 52% 5.33/9 2/3 2/3 3.12/9 SELECT ?data WHERE { N o
€QO3 ?policy_uri a ?policy . ?policy_uri odrl:uid ?policy_id .

ActivityStreams 19% 2/9 1.5/3 0/3 1/9 Sl Chiepn ke P - o e

SELECT ?constraint WHERE {

ACL 2% 0/9 0.5/3 0/3 0/9 CQO4 ?policy_uri a ?policy . ?policy_uri odrl:uid ?policy_id .

?policy_uri odrl:permission ?rule .

?rule odrl:constraint ?constraint . }
DCMI 2% 0/9 0'5/3 0/3 0/9 SELECT ?assigner ?assignee WHERE {

?policy_uri a ?policy . ?policy_uri odrl:uid ?policy_id .
CQOs5 ?policy_uri odrl:permission|odrl:prohibition ?rule .
OPTIONAL { ?rule odrl:assigner ?assigner } .
OPTIONAL { ?rule odrl:assignee ?assignee } . }
SELECT ?conflict_term WHERE {

CQO6 ?policy_uri a ?policy . ?policy_uri odrl:uid ?policy_id .
?policy_uri odrl:conflict ?conflict_term . }
SELECT ?context WHERE {
€QO7 ?policy_uri a ?policy . ?policy_uri odrl:uid ?policy_id .
?policy_uri odrl:permission|odrl:prohibition ?rule .
?rule dpv:hasContext ?context . }
SELECT ?legal_basis WHERE {
?policy_uri a ?policy . ?policy_uri odrl:uid ?policy_id .

Legal terms validated by legal scholars and Data coos || eoliey_uri odrl:permission| odil:prohibition ?rale .
?constraint odrl:leftOperand oac:LegalBasis .

?constraint odrl:rightOperand ?legal_basis . }
SELECT ?entity ?address ?contact ?name WHERE {

Protection Officers and integrated into the
Outcomes Of the W3C DPVCG CQO9 liﬁiiii ?ip“l)a:nls:::ildtryess ?2address .

?entity dpv:hasContact ?contact .
?entity dpv:hasName ?name . }
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u Af pravide features for individuals to be able to access their personal data, as
well as to rectify or erase them, as provided for by the GDPR ,either because the
data are in repositories under their direct control or because all shared data are

linked to a source, which is againin the control of the individual.CO
EDPSTechDispatch #3/2020 T PIMS [Source]

9 Community Solid Server

An application is requesting access
Your WeblD is https://solidweb.me/besteves4/profile/card#me
Do you trust this application to read and write data on your behalf?

Name: PodPro

1D: https.#/podpro.dev/id
Remember this client
Use a different WeblID

transparency in the data economy era: an integrated ethical, legal, and knowledge engineering approach. In

I Beatriz Esteves,Haleh Asgarinig Andres Chomczyk Penedo, BlessingMutiro, and Davelewis. Fostering trust with
= 1st International Workshop on Data Economy, pages57163. ACM,2022. doi: 10.11453565011.3569061.

b

? ¢ q ckhisal and Legal Challenges for Innovation in New Decentralized Data Management Technologies.

I. Haleh Asgarinia Andres Chomczyk Penedo, Beatriz Esteves, and Dave Lewis. /bi 6 $hould | Trust with My
Information 14(7), 2023. doi: 10.3390/info 14070351

|

b

. Marcu Floreaand Beatriz Esteves Is Automated Consent in Solid GDPRCompliant? An Approach for Obtaining
Valid Consent with the Solid Protocol . Information 14(12), 2023. doi: 10.3390/info 14120631

ﬂ
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