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But I want to update it only once!
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MOTIVATION

Universal 
Declaration of 
Human Rights

European 
Convention 
on Human 

Rights

Spanish 
Constitution

Convention 
108 of the 
Council of 

Europe

Data 
Protection 
Directive

Charter of 
Fundamental 
Rights of the 

EU

General Data 
Protection 

Regulation / 
Police 

Directive

1948 1950 1978 1981 1995 2000 2018

Se garantizael derecho 
al honor, a la intimidad 

personal y familiar 
y a la propia imagen

No one shall be
subjected to arbitrary 
interference with his 
privacy, family, home 
or correspondence

Everyone has the right
to respect for his private 
and family life, his home 
and his correspondence

Convention for the
protection of individuals 

with regard to the 
processing of personal data 

Everyone has the right 
to the protection of 

personal data concerning 
him or her

protection of individuals
with regard to the processing 
of personal data and on the 
free movement of such data

protection of natural persons 
with regard to the processing 
of personal data and on the 
free movement of such data

A1 A2 A3

5



MOTIVATION

[Photo : Dima Yarovinsky]
https:// www.fastcompany.com/90171107/printing-out-the-privacy-policies-of-facebook-snap-and-others
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MOTIVATION

1948 1950 1978 1981 1995 2000 2018

THE BATTLE OF THE INTERNET: OPEN VS CLOSED ɀ FURTHER EXPLORATION, Christopher Langley

A1 A2 A3

7

https://mrchristopherlangley.wordpress.com/2015/02/15/the-battle-of-the-internet-open-vs-closed-further-exploration/


DEFINITIONS шGDPR

Personal Data

Personally
Identifiable
Information

Special
DataBiometric

Genetic Racial or
ethnic origin Political

opinions

Religious or
philosophical

beliefs

Trade union
membership

Health and
sexual

Social security

Name Email address

IP address

Account numbers

Device IDs

GPS location

Birthdate

Home address

Phone number

Subscriptions

Preferences

Work experience

Social media

Education

A1 A2 A3
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DEFINITIONS шPOLICIES & ACCESS CONTROL

Å user preferences
Å apps privacy policies
Å data requests
Å data access agreements

Usage
control

Access
control

Documents that describe conditions for access and 
usage of content

Delete data
after 1 weekData can only be 

accessed once

Purpose for
access is 

service provision

Data can only
be accessed by

my GP

Access for
commercial purposes

Is prohibited

Email address
can be read  by

everyone

Resource can
only be updated

Entity 
requesting/

being 
requested 

access

Requested 
resource(s)

Rules
Permissions
Prohibitions
Constraints

A1 A2 A3
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DEFINITIONS шDECENTRALISATION
A1 A2 A3
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OBJECTIVES AND RESEARCH QUESTIONS

To what extent are Semantic Web vocabularies and decentralised technologies able to support  the 
exercising of data subject rights and determine the access conditions to personal data?

RQ1. Are Semantic Web standards and specifications able to represent information related to privacy preferences , 
data access policies , and other metadata, aligned with personal data protection requirements?

RQ2. Can Semantic Web vocabularies be used to determine access control conditions to personal data stored in 
decentralised data systems ?

RQ3. Is it possible, using decentralised Web technologies, to facilitate the exercising of data subject rights in light 
of the GDPR?

A1 A2 A3
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OBJECTIVES AND RESEARCH QUESTIONS

Research methodologies and design vocabularies and services to aid EU data subjects in  taking 
control of the movement of their personal data.

O1. Design methods and systems to assist data subjects (in representing their privacy preferences and consent) and 
data controllers (with GDPR requirements) in order to support automated data transactions, accountability and 
transparency .

O2. Design a policy matching algorithm that utilises the developed vocabularies to express data-sharing preferences , 
requests  and agreements  in decentralised personal datastores.

O3. Design a service, using state of the art vocabularies, to assist with representing information connected with 
]?ÂÅќƚШdata subject rights .

A1 A2 A3
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OBJECTIVES AND RESEARCH QUESTIONS

Methodology

Å ŰċũǃƚĲШťŰŸƽũĲĬŊĲШƚŸƨƖĦĲƚШы]?ÂÅЯШE?Â7оE?ÂÉШŊƨŔĬĲũŔŰĲƚЯШвь
ÅReview state-of-the-art languages & ontologies

ÅIdentify key elements of decentralised data 
systems, including entities involved

ÅIdentify terms and relations based on this analysis to create the 
ontology

ÅCreate shapes for consistent modelling of policies and other 
metadata

ÅDevelop policy matching algorithm using 
the developed vocabularies

ÅDevelop user interfaces and APIs to generate policies and other 
metadata

Evaluation

ÅOntology quality evaluation 
(Detection of common pitfalls & 
Alignment with FAIR principles)

ÅRepresentation of competency 
questions as SPARQL queries

ÅEvaluation of applicability to real -
world cases (DUODRL and DGA)

ÅAlignment with ISO/IEC 27560
ÅEvaluation of conformance with 

GDPR (Legal experts validation)

A1 A2 A3
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DECENTRALISED WEB
so

lid
pr

oj
ec

t.o
rg

Icons: freepik.com

W3C

WebID

WAC

HTTP

LDP

Solid is a specification for decentralised data stores
basedon interoperable data formats and protocols

WAC тWeb Access Control

ACP тAccess Control Policy

ÉŸũŔĬќƚauthorisation mechanism currently relies
on two access control languagesтWAC and ACP

B1 B2 B3
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ӭШтШ]ŸƻĲƖŰůĲŰƣ
ÅĲĬШтШƣőĲŸƖǃШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШтШcĲċũƣő
7ũċĦťШтШċƓƓƚШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШᴗтШxŸĦċƣŔŸŰ
§ƖċŰŊĲШтШŔĬĲŰƣŔƣǃШƓƖŸƻŔĬĲƖШШШШШШШѶШтШcƨůċŰШƖĲƚŸƨƖĦĲƚШ
7ũƨĲШтШÂŸĬШƓƖŸƻŔĬĲƖШШШШШШШШШШШШШШШШШШШШШтШcŸƚƓŔƣċũŔƣǃ
ШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШШтШ ŸШĬŸůċŔŰШ

DECENTRALISED WEB

Å Strong focus on the ћũċƽŉƨũŰĲƚƚЯ fairness  and 
ƣƖċŰƚƓċƖĲŰĦǃќ principle

Å Distinct  works were also found to tackle the 
right to data portability , withdrawal  of 
consent , and rectification

Å No work was found on the right to restrict  the 
processing  of personal data

B1 B2 B3
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DATA PROTECTION VOCABULARIES

Å ?ÂéШċŰĬШ]?ÂÅƣEñÑШŔŰĦũƨĬĲШƣőĲШ
ůŸƚƣШĦŸŰĦĲƓƣƚШƣŸШƖĲƓƖĲƚĲŰƣЯШċƣШũĲċƚƣШ
ƓċƖƣŔċũũǃЯШƓƖŔƻċĦǃШƣĲƖůƚШŉƖŸůШƣőĲШ
ћƖŔŊőƣШƣŸШĤĲШŔŰŉŸƖůĲĬќШы ƖƣƚЮШΝΟШċŰĬШ
ΝΠьШċŰĬШŸƣőĲƖШĬċƣċШƚƨĤŢĲĦƣШƖŔŊőƣƚШ
ы ƖƣƚЮШΝΡШƣŸШΞΞь

Å §ŰũǃШ?ÂéШőċƚШĤĲШƨƓĬċƣĲĬШŔŰШƣőĲШƓċƚƣШ
ƣƽŸШǃĲċƖƚ

Å ?Âu§ЯШf~§ЯШċŰĬШÂƖ§ŰƣŸШũċĦťШŸƓĲŰШ
ċŰĬШċĦĦĲƚƚŔĤũĲШƖĲƚŸƨƖĦĲƚ

B1 B2 B3
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DATA PROTECTION VOCABULARIES

Harshvardhan J. Pandit, Kaniz Fatema, Declan §ќÉƨũũŔƻċŰЯ and Dave Lewis. GDPRtEXT т GDPR 
as a Linked Data Resource. The Semantic Web, volume 10843 of Lecture Notes in Computer 
Science, pages 481т495. Springer International Publishing, 2018. doi: 10.1007/978-3-319-
93417-4_31.

Å GDPR as a linked  data resource

Å Extends the European Legislation Identifier (ELI) ontology to 
connect GDPR concepts with the specific chapters, articles or 
points of the regulatory text

Å Main concepts: legal entities , rights  and obligations , 
principles  and activities  which specify processes and actions 
defined in the GDPR

Å Terms are linked to the relevant GDPR provisions using 
rdfs:isDefinedBy.

]?ÂÅƣEñÑ

https://w3id.org/GDPRtEXT

B1 B2 B3
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http://doi.org/10.1007/978-3-319-93417-4_31
http://doi.org/10.1007/978-3-319-93417-4_31
https://w3id.org/GDPRtEXT


DATA PROTECTION VOCABULARIES

Harshvardhan J. Pandit, Axel Polleres, Bert Bos, Rob Brennan, Bud Bruegger, Fajar J. Ekaputra, Javier D. Fernández, 
Roghaiyeh Gachpaz Hamed, Elmar Kiesling, Mark Lizar, Eva Schlehahn, Simon Steyskal, and Rigo Wenning. Creating a 
Vocabulary  for Data Privacy: The First-Year Report of Data Privacy Vocabularies  and Controls  Community  Group 
(DPVCG). On the Move to Meaningful Internet Systems: OTM 2019 Conferences, volume 11877 of Lecture Notes in 
Computer Science, pages 714т730. Springer International Publishing, 2019. doi: 10.1007/978-3-030-33246-4_44.

cċƖƚőƻċƖĬőċŰШsЮШÂċŰĬŔƣЯШ7ĲċƣƖŔǍШEƚƣĲƻĲƚЯШ]ĲŸƖŊШÂЮШuƖŸŊЯШÂċƨũШÅǃċŰЯШ?ĲũċƖċůШ]ŸũƓċǃĲŊċŰŔЯШċŰĬШsƨũŔċŰШ[ũċťĲЮШ?ċƣċШÂƖŔƻċĦǃШ
éŸĦċĤƨũċƖǃШы?ÂéьШтШéĲƖƚŔŸŰШΞЮΜЮШfŰШÑőĲЮÉĲůċŰƣŔĦЮìĲĤЮшЮfÉì9ЮΥΣΥΧЯШƓċŊĲƚШΝΤΝтΦΟЮШ9őċůаШÉƓƖŔŰŊĲƖШ ċƣƨƖĲШ
ÉƽŔƣǍĲƖũċŰĬЯШΞΜΞΠЮШĬŸŔаШΝΜЮΝΜΜΤоΦΤΥрΟрΜΟΝрΤΤΥΠΤрΣхΝΜЮ

Data Privacy Vocabulary (DPV)

https://w3id.org/dpv

Å Developed by the W3C Data Privacy 
Vocabularies and Controls Community 
Group (DPVCG)

Å Defines a jurisdiction -agnostic  ontology 
for expressing metadata about the 
processing of personal data

Å Provides hierarchical  taxonomies , from 
abstract to more specific concepts, to 
instantiate specific concepts in practical  
use-cases

Å Has law-specific extensions

B1 B2 B3
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http://doi.org/10.1007/978-3-030-33246-4_44
https://doi.org/10.1007/978-3-031-77847-6_10
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POLICY LANGUAGES

(C1) Ability to model deontic concepts, e.g., permissions, 
prohibitions, obligations.
(C2) Ability to model GDPR concepts.
(C3) Existence of taxonomies of terms to populate policy 
conditions.
(C4) Existence of mechanisms to assist with compliance.
(C5) Resource is maintained/continues to be actively 
developed.
(C6) Existence of an open and accessible specification.

B1 B2 B3
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LegalRuleML

Monica Palmirani, Guido Governatori, Tara Athan, Harold Boley, Adrian Paschke, Adam Wyner. 
LegalRuleML Core Specification  Version 1.0 т OASIS Standard , 2021. URL: https://docs.oasis-
open.org/legalruleml/legalruleml-corespec/v1.0/os/legalruleml -core-spec-v1.0-os.html .

Å XML-based rule interchange language for the
legal domain

Å Key attributes include the utilisation  of 
multiple  semantic annotations for various 
legal interpretations , deontic  operators , 
temporal  rule  management , and statements  
segment involves the formalisation of norms

Å Used PrOnto ontology to model rules and 
verify compliance with ]?ÂÅќƚ requirements

B1 B2 B3
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https://docs.oasis-open.org/legalruleml/legalruleml-corespec/v1.0/os/legalruleml-core-spec-v1.0-os.html
https://docs.oasis-open.org/legalruleml/legalruleml-corespec/v1.0/os/legalruleml-core-spec-v1.0-os.html
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POLICY LANGUAGES

Open Digital Rights Language (ODRL)

Renato Iannella, Michael Steidl, Stuart Myles, Víctor Rodríguez-Doncel. ODRL Vocabulary  
& Expression 2.2 т W3C Recommendation  15 February 2018, 2018. URL: 
https://www.w3.org/TR/odrl-vocab/.

Renato Iannella, Serena Villata. ODRL Information  Model 2.2 т W3C Recommendation  15
February 2018, 2018. URL: https://www.w3.org/TR/odrl-model/.

Å W3C Recommendation

Å Maintained by the W3C ODRL Community Group

Å Composed by several specifications

Å ODRL Information Model т W3C Recommendation

Å ODRL Core Vocabulary т W3C Recommendation

Å ODRL Implementation Best Practices

Å ODRL Profile Best Practices

Å ODRL Formal Semantics [Under development]

Å Easily extendable through the use of ODRL profiles

B1 B2 7Φ
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https://www.w3.org/TR/odrl-vocab/
https://www.w3.org/TR/odrl-model/
https://www.w3.org/community/odrl/
https://www.w3.org/TR/odrl-model/
https://www.w3.org/TR/odrl-vocab/
https://w3c.github.io/odrl/bp/
https://w3c.github.io/odrl/profile-bp/
https://w3c.github.io/odrl/formal-semantics/
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Conceptualisation: Chowlk

Encoding: VSCode

Evaluation:
Å CQs as SPARQL queries
Å OOPS!
Å FOOPS!
Å Legal experts

Publication: w3id.org

Maintenance: GitHub

M C1 C2 C3
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https://chowlk.linkeddata.es/
https://code.visualstudio.com/
https://oops.linkeddata.es/
https://foops.linkeddata.es/FAIR_validator.html
https://w3id.org/
https://github.com/


ODRL PROFILE FOR ACCESS CONTROL

Å ĦĦĲƚƚŔĤũĲШƓŸũŔĦŔĲƚ
Å ÂƖŸƻĲŰċŰĦĲШŔŰŉŸƖůċƣŔŸŰ
Å [ƨũǯũШƖŔŊőƣƚШċŰĬШŸĤũŔŊċƣŔŸŰƚ
Å ÉĲĦƨƖŔƣǃШůĲċƚƨƖĲƚШĤǃШĬĲŉċƨũƣШċŰĬШ
ĤǃШĬĲƚŔŊŰ

Å Human-centric preferences
Å Broad and narrow permissions
Å Handle conflicts
Å Understandability

R1. Support specifying user preferences as policies .
R2. Incorporate vocabulary specifying or aligned to legal 
concepts .
R3. Support specifying permissions and prohibitions at 
arbitrary granularity .
R4. Support identifying and resolving conflicts based on 
scope.
R5. Record policies used to authorise access.
R6. Support querying policies and authorisations for 
introspection of data use .

M C1 C2 C3
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ODRL PROFILE FOR ACCESS CONTROL

https://w3id.org/oac

Beatriz Esteves, Harshvardhan J. Pandit, and Víctor Rodríguez-Doncel. ODRL Profile  for Expressing Consent  through  Granular  
Access Control  Policies  in Solid . In 2021 IEEE European Symposium on Security and Privacy Workshops, pages 298т306, 2021. 
doi: 10.1109/EuroSPW54576.2021.00038.

ODRL profile for Access 
Control (OAC)

Data

ƨƣőŸƖŔǍċƣŔŸŰ

Policies

M C1 C2 C3
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Data Request

Policy matching &
Conflict Resolution

Store request &
Generate agreement

Context

ÖƚĲƖќƚШÂƖĲŉĲƖĲŰĦĲƚ
&

Requirements

M C1 9Υ C3
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ODRL PROFILE FOR ACCESS CONTROL

Beatriz Esteves, Víctor Rodríguez-Doncel, Harshvardhan J. Pandit, Nicolas Mondada, and Pat 
McBennett. Using the ODRL Profile  for Access Control  for Solid  Pod Resource Governance. In 
The Semantic Web: ESWC 2022 Satellite Events, pages 16т20. Springer International Publishing, 
2022. ISBN 978-3-031-11609-4. doi: 10.1007/978-3-031-11609-4_3.

https://w3id.org/people/besteves/sope/repo

https://w3id.org/oac/repo

M 9Τ C2 C3
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METADATA LANGUAGE FOR SOLID

Requisites for a GDPR-aligned Solid

R1. Support specifying user preferences as policies .
R2. Incorporate vocabulary specifying or aligned to legal 
concepts .
R3. Support specifying permissions and prohibitions at 
arbitrary granularity .
R4. Support identifying and resolving conflicts based on 
scope.
R5. Record policies used to authorise access.
R6. Support querying policies and authorisations for 
introspection of data use .

R7. Record information about Pod, apps, services, data , 
and their providers/developers .
R8. Support specifying of different agreements  and 
notices .
R9. Record provenance information for future 
introspection and convenient access to data.
R10. Provide conformance conditions to assist with legal 
compliance.

őƣƣƓƚаооƽΟŔĬЮŸƖŊоƓũċƚůċ

PLASMA

M C1 C2 C3
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METADATA LANGUAGE FOR SOLID

7ĲċƣƖŔǍШEƚƣĲƻĲƚЯШċŰĬШcċƖƚőƻċƖĬőċŰШsШÂċŰĬŔƣЮШÖƚŔŰŊШÂċƣƣĲƖŰƚШƣŸШ~ċŰċŊĲШ]ŸƻĲƖŰċŰĦĲШŸŉШÉŸũŔĬШ
ƓƓƚЮШfŰШΤΧƣőЮìŸƖťƚőŸƓЮŸŰЮ§ŰƣŸũŸŊǃЮ?ĲƚŔŊŰЮċŰĬЮÂċƣƣĲƖŰƚЮёì§ÂЮΥΣΥΦҁfÉì9ЮΥΣΥΦђЯШΞΜΞΟЮШ

őƣƣƓƚаооĦĲƨƖрƽƚЮŸƖŊоéŸũрΟΣΟΣоƓċƓĲƖΡЮƓĬŉЮ

Policy LAnguage for SŸũŔĬќƚШ
Metadata -based Access control

https://w3id.org/plasma

M C1 C2 C3

32

https://ceur-ws.org/Vol-3636/paper5.pdf
https://w3id.org/plasma


~EÑ ? Ñ Юx  ]Ö ]EЮ[§ÅЮÉ§xf?

https://w3id.org/plasma/repo
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EXERCISING RIGHTS

ÑőĲƚĲШƖŔŊőƣƚЯШĦŸůĤŔŰĲĬШƽŔƣőШƣőĲШƣƖċŰƚƓċƖĲŰĦǃШċŰĬШċĦĦŸƨŰƣċĤŔũŔƣǃШůĲċƚƨƖĲƚШŔůƓŸƚĲĬШŸŰШŸƖŊċŰŔƚċƣŔŸŰƚЯШċŔůШ
ƣŸШƚƣƖŔťĲШċШĤċũċŰĦĲШĤĲƣƽĲĲŰШƣőĲШŔŰƣĲƖĲƚƣƚШŸŉШĬċƣċШƚƨĤŢĲĦƣƚШċŰĬШƣőĲШũĲŊŔƣŔůċƣĲШŰĲĲĬƚШŸŉШĤƨƚŔŰĲƚƚĲƚШċŰĬШ
ŔŰƚƣŔƣƨƣŔŸŰƚШŔŰШƣőĲШĬŔŊŔƣċũШċŊĲЮ

Technological gap between 
regulation & tools for rights 

exercising

Organisations:

Unintuitive/inaccessible tools
Manual processes

Users:

Time consuming
Inconsistent across platforms
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EXERCISING RIGHTS

R1. Linking personal data processing activities to 
applicable rights
R2. Providing notices  related to said rights
R3. Documenting activities  related to the exercise of rights
R4. GDPR rights as executable requests

M C1 C2 C3
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http://w3id.org/people/besteves/rights

http://w3id.org/people/besteves/justifications

ÉƣċƣĲШŸŉШƣőĲШċƖƣШћsƨƚƣŔŉŔĦċƣŔŸŰƚќШ
taxonomy

with 62 terms
(already integrated into DPV)

Beatriz Esteves, Victor Rodriguez-Doncel, and Ricardo Longares. Automating  the  
Response to ]?ÂÅќƚ Right of Access . In Legal Knowledge and Information Systems, 
pages 170т175. IOS Press, 2022. doi: 10.3233/FAIA220462.

Beatriz Esteves, Harshvardhan J. Pandit, Georg P. Krog, and Paul Ryan. How to Manage 
My Data? With  MachineтInterpretable  GDPR Rights! In Legal Knowledge and 
Information Systems, 269т74. IOS Press, 2024. doi: 10.3233/FAIA241254.
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ONTOLOGY EVALUATION

Legal terms validated by legal scholars and Data 
Protection Officers and integrated into the 

outcomes of the W3C DPVCG

M C1 C2 9Φ

37



THESIS OVERVIEW

IntroductionA

State of the artB

Vocabularies for personal data stores9

Legal challengesD

Policy-based algorithmsE

Exploring the DGAF

Conclusion]

SEMANTIC 
WEB

A1 A2 A3 

B1 B2 B3 

C1 C2 C3 

C

38

B



THESIS OVERVIEW

fŰƣƖŸĬƨĦƣŔŸŰA

State of the artB

Vocabularies for personal data storesC

Legal challengesD
?ΝШтШÂf~ÉШċƚШċШШxĲŊċũрÑĲĦőШƣŸŸũ
D2 т Policies as a precursor of consent

D3 т Automation of consent

Policy-based algorithmsE

Exploring the DGAF

Conclusion]

D4 т Exceptions

A1 A2 A3 

B1 B2 B3 
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Beatriz Esteves, Haleh Asgarinia, Andres Chomczyk Penedo, Blessing Mutiro, and Dave Lewis. Fostering trust  with  
transparency  in the  data economy  era: an integrated  ethical,  legal,  and knowledge  engineering approach . In 
1st International Workshop on Data Economy, pages 57т63. ACM, 2022. doi: 10.1145/3565011.3569061.

Haleh Asgarinia, Andres Chomczyk Penedo, Beatriz Esteves, and Dave Lewis. љìőŸ Should I Trust with  My 
?ċƣċењ Ethical  and Legal Challenges  for Innovation  in New Decentralized  Data Management Technologies . 
Information 14(7), 2023. doi: 10.3390/info14070351.

Marcu Florea and Beatriz Esteves. Is Automated  Consent  in Solid  GDPR-Compliant?  An Approach for Obtaining  
Valid  Consent  with  the  Solid  Protocol . Information 14(12), 2023. doi: 10.3390/info14120631.

џÂf~É provide features for individuals to be able to access their personal data, as 
well as to rectify or erase them, as provided for by the GDPR, either because the 
data are in repositories under their direct control  or because all shared data are 
linked to a source, which is again in the control  of the individual.Ѡ

EDPS TechDispatch  #3/2020 т PIMS [Source]

Is this enough for Solid users to 
know what is happening to their
data? Is it enough to comply with

]?ÂÅќƚrequirements ?

D1 D2 ?Φ D4
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