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Techno-legal requirements

R1. Ability to model policies for both data subjects/holders and data controllers/users.

R2. Support legal requirements for health data exchange.

R3. Define the necessity of these requirements according to the identified legal framework.
R4. Specify ‘pre-defined’ templates for common exchanges.

R5. Generate agreements for specific health-related data exchanges between 2 parties.




Semantic Framework for Legally-aligned Health Data Exchanges

Motivation

Related work

Health data exchange policy framework
Agreement Instantiation

Conclusions & future work



Data Privacy Vocabulary (DPV)

Subsidiary |
RN RISK
ProcessingScale Organisation
GeographicScale Authority ——hasimpact—>  Impact
Datavo Justification CamasunRc
e \mportance ataSubjec [—hasConsequence—» Consequence
DataSubjectScale Scope LegalEntity ——nasLikelihood—  Likelihood
v
StorageCondition Duration Entity hasDi Severity
isimplemented
T — —> Technolo
/" AutomationLevel Frequency T > Risk |«—misgatesRisk UsingTechnology 9
—— = pasraty - 1
~ Humaninvolvement isimplementedByEntity RiskMitigationMeasure
A TN . s Purpose
ProcessingContext —— > text €«——
Process e pOS
hasJurisdiction
hasData
nasLegaiBasis Tocamonlacaiiy hasPersonalDaia
Data |
7 hasApplicableLaw -
Y Location
L LegalBasis Law PersonalData
‘ SensitiveData
_ ~ NN ¢
“ SpecialCategoryPersonalData
i; P
Obligation r 777777 Le;en; 777777
Consent |
concept from DPV 1.0 ‘
|
SO ‘expanded scope for data
- | and technologies
| new concept in DPV 2.0
P | ubclass of
| i

LegalObligation

_taxonomy provided /

https://w3id.org/dpv

Developed by the W3C Data Privacy
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Health data exchange
I](]Iicy framewo rk Provide minimal set of terms to define access and usage

control rules for data subjects and health data holders

Fulfil GDPR and EHDS requirements
Provide additional user controls, e.g., anonymisation

Term Concept Relation / Constraint
Data subject URI odrl:assigner
Personal data URI / subclass of dpv:PersonalData odrl:target
Processing operation subclass of odrl:Action or dpv:Processing odrl:action
Purpose subclass of dpv: Purpose dpv-odrl:Purpose
Pseudo/Anonymisation | dpv-odrl:Pseudonymise, dpv-odrl:Anonymise odrl:action
Recipient URI / subclass of dpv:0Organisation dpv-odrl:Recipient
Duration xsd:duration dpv-odrl:Duration
Frequency xsd:positivelnteger dpv-odrl:Frequency
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Abstract
This document defines a framework for modelling and cataloguing health data exchange conditions, aligned with
legal requirements, e.g., from the European Union's General Data Protection Regulation (GDPR) and the

European Health Data Spaces (EHDS) regulation, using semantic standards and specifications such as the
Open Digital Rights Language (ODRL) and the Data Privacy Vocabulary (DPV).

1. Introduction

The increasing digitalisation of healthcare has led to the generation of vast amounts of health-related data from
multiple sources, including clinical records, wearable devices, and patient-generated data. However, the

https://w3id.org/hedge
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odrl

ex:physician-request a odrl:Request ;
odrl:uid ex:physician-request ;
dcterms:description """Physician requests patient to read health data for primary care
without time restriction and also for non-direct encounters (e.g. remote monitoring). :
odrl:permission [
odrl:action odrl:read ;
odrl:target ex:health-data ;
odrl:assignee ex:physician ;
odrl:constraint [
odrl:
odril:
odrl:
odxl:
odrl:
:rightOperand eu-gdpr:A9-2-a ] ]

leftOperand dpv-odrl:Purpose ;

operator odrl:isAnyOf ;

rightOperand sector-health:PrimaryCareManagement, sector-health:PatientMonitoring 1],I[
leftOperand dpv-odrl:LegalBasis ;

operator odrl:eq ;
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Agreement Instantiation

Validate the proper modelling of the odrl:Policy, odrl:Request and
SoTW information.
Convert compact policies into their atomic equivalents. ht

tps://w3id.org/force/policy-instantiation

Remove the rules that are not relevant for the request.
[m] e [
Reference the ODRL request that triggered the agreement -
instantiation and the policies from the data subject/holder.
Instantiate the concrete assigner and assignee of the agreement.

Include relevant rules with concrete actions, targets and constraints.
https://w3id.org/force/policy-instantiation/

poc
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Conclusions & future work

Secondary usage of health data for public interest and research

Alignment with legal requirements from GDPR & EHDS

Validated by legal experts in DPV and PACSOI project

Use different legal grounds to share health data

Benchmark agreement instantiation algorithm

Integrate with standards (DCAT, EHRxF)
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