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Se garantiza el derecho 
al honor, a la intimidad 

personal y familiar 
y a la propia imagen

No one shall be
subjected to arbitrary 
interference with his 
privacy, family, home 

or correspondence

Everyone has the right
to respect for his private 
and family life, his home 
and his correspondence

Convention for the
protection of individuals 

with regard to the 
processing of personal data 

Everyone has the right 
to the protection of 

personal data concerning 
him or her

protection of individuals
with regard to the processing 
of personal data and on the 
free movement of such data

protection of natural persons 
with regard to the processing 
of personal data and on the 
free movement of such data
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DEFINITIONS – GDPR
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Special
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Account numbers
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GPS location

Birthdate
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Phone number

Subscriptions

Preferences

Work experience

Social media

Education
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MOTIVATION

[Photo: Dima Yarovinsky]
https://www.fastcompany.com/90171107/printing-out-the-privacy-policies-of-facebook-snap-and-others 4



MOTIVATION
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MOTIVATION

1948 1950 1978 1981 1995 2000 2018

THE BATTLE OF THE INTERNET: OPEN VS CLOSED – FURTHER EXPLORATION, Christopher Langley
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https://mrchristopherlangley.wordpress.com/2015/02/15/the-battle-of-the-internet-open-vs-closed-further-exploration/
https://mrchristopherlangley.wordpress.com/2015/02/15/the-battle-of-the-internet-open-vs-closed-further-exploration/
https://mrchristopherlangley.wordpress.com/2015/02/15/the-battle-of-the-internet-open-vs-closed-further-exploration/
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W3C

WebID

WAC

HTTP

LDP

Solid is a specification for decentralised data stores
based on interoperable data formats and protocols

WAC – Web Access Control

ACP – Access Control Policy

Solid’s authorisation mechanism currently relies
on two access control languages – WAC and ACP
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solidproject.org
freepik.com


PIMS AS A LEGAL-TECH TOOL

Beatriz Esteves, Haleh Asgarinia, Andres Chomczyk Penedo, Blessing Mutiro, and Dave Lewis. Fostering trust with 
transparency in the data economy era: an integrated ethical, legal, and knowledge engineering approach. In 
1st International Workshop on Data Economy, pages 57–63. ACM, 2022. doi: 10.1145/3565011.3569061.

Haleh Asgarinia, Andres Chomczyk Penedo, Beatriz Esteves, and Dave Lewis. “Who Should I Trust with My 
Data?” Ethical and Legal Challenges for Innovation in New Decentralized Data Management Technologies. 
Information 14(7), 2023. doi: 10.3390/info14070351.

Marcu Florea and Beatriz Esteves. Is Automated Consent in Solid GDPR-Compliant? An Approach for Obtaining 
Valid Consent with the Solid Protocol. Information 14(12), 2023. doi: 10.3390/info14120631.

“PIMS provide features for individuals to be able to access their personal data, as 
well as to rectify or erase them, as provided for by the GDPR, either because the 
data are in repositories under their direct control or because all shared data are 
linked to a source, which is again in the control of the individual.”

EDPS TechDispatch #3/2020 – PIMS [Source]

Is this enough for Solid users to 
know what is happening to their

data? Is it enough to comply with
GDPR’s requirements?
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○ – Government
Red – theory                                   △ – Health
Black – apps                                  ☆ – Location
Orange – identity provider       ☐ – Human resources 
Blue – Pod provider                    ◇ – Hospitality
                                                             ︎– No domain 

DECENTRALISED WEB

• Strong focus on the ‘lawfulness, fairness and 
transparency’ principle

• Distinct works were also found to tackle the 
right to data portability, withdrawal of 
consent, and rectification

• No work was found on the right to restrict the 
processing of personal data
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LEGAL CHALLENGES TO THE SOLID VISION
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“PIMS provide features for individuals to be able to access their 
personal data, as well as to rectify or erase them, as provided for 
by the GDPR, either because the data are in repositories under 
their direct control or because all shared data are linked to a 
source, which is again in the control of the individual.”

EDPS TechDispatch #3/2020 – PIMS [Source]

Data subject rights

Accountability

Integrity and confidentiality

Accuracy

Data minimisation

Purpose & storage limitation

Lawfulness, fairness & transparency

Access grants not sufficient to be a valid record of consent

Consent dialogue not enough for informed decision

Compatibility of purposes cannot be checked

Data requests miss a purpose

Access grants valid in perpetuity

Difficulty for users to set (granular) access to resources

Lack of tools to rectify data inaccuracies
Record keeping and log maintenance are nonexistent

Lack of tools to get available categories of data

No information on the identity and contacts of Solid providers

No metadata about Solid infrastructure

Lack of tools to give / withdraw consent

No records of agreements for the provision of services

What is missing from Solid?

https://edps.europa.eu/sites/default/files/publication/21-01-06_techdispatch-pims_en_0.pdf


DATA PROTECTION VOCABULARIES

• DPV and GDPRtEXT include the 
most concepts to represent, at least 
partially, privacy terms from the ‘right 
to be informed’ (Arts. 13 and 14) and 
other data subject rights (Arts. 15 to 
22)

• Only DPV has be updated in the past 
two years

• DPKO, IMO, and PrOnto lack open 
and accessible resources
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Beatriz Esteves, Victor Rodriguez-Doncel, Analysis of ontologies and policy languages 
to represent information flows in GDPR. Semantic Web Journal 15(3), pages 709-743. 
IOS Press, 2022. doi: 10.3233/SW-223009.
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DATA PRIVACY VOCABULARY

Harshvardhan J. Pandit, Axel Polleres, Bert Bos, Rob Brennan, Bud Bruegger, Fajar J. Ekaputra, Javier D. Fernández, 
Roghaiyeh Gachpaz Hamed, Elmar Kiesling, Mark Lizar, Eva Schlehahn, Simon Steyskal, and Rigo Wenning. Creating a 
Vocabulary for Data Privacy: The First-Year Report of Data Privacy Vocabularies and Controls Community Group 
(DPVCG). On the Move to Meaningful Internet Systems: OTM 2019 Conferences, volume 11877 of Lecture Notes in 
Computer Science, pages 714–730. Springer International Publishing, 2019. doi: 10.1007/978-3-030-33246-4_44.

Harshvardhan J. Pandit, Beatriz Esteves, Georg P. Krog, Paul Ryan, Delaram Golpayegani, and Julian Flake. Data 
Privacy Vocabulary (DPV) – Version 2.0. In The Semantic Web – ISWC 2024, pages 171–93. Cham: Springer Nature 
Switzerland, 2024. doi: 10.1007/978-3-031-77847-6_10.

Data Privacy Vocabulary (DPV)

https://w3id.org/dpv

• Developed by the W3C Data Privacy 
Vocabularies and Controls Community 
Group (DPVCG)

• Defines a jurisdiction-agnostic ontology 
for expressing metadata about the 
processing of personal data

• Provides hierarchical taxonomies, from 
abstract to more specific concepts, to 
instantiate specific concepts in practical 
use-cases

• Has law-specific extensions
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DATA PRIVACY VOCABULARY
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https://w3id.org/dpv/legal/eu/gdpr

14

GENERAL DATA PROTECTION REGULATION

Harshvardhan J. Pandit, Beatriz Esteves, Georg P. Krog, Paul Ryan, Delaram Golpayegani, and Julian Flake. Data 
Privacy Vocabulary (DPV) – Version 2.0. In The Semantic Web – ISWC 2024, pages 171–93. Cham: Springer Nature 
Switzerland, 2024. doi: 10.1007/978-3-031-77847-6_10.

https://w3id.org/dpv/guides
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https://w3id.org/dpv/justifications

Beatriz Esteves, Victor Rodriguez-Doncel, and Ricardo Longares. Automating the 
Response to GDPR’s Right of Access. In Legal Knowledge and Information Systems, 
pages 170–175. IOS Press, 2022. doi: 10.3233/FAIA220462.

Beatriz Esteves, Harshvardhan J. Pandit, Georg P. Krog, and Paul Ryan. How to Manage 
My Data? With Machine–Interpretable GDPR Rights! In Legal Knowledge and 
Information Systems, 269–74. IOS Press, 2024. doi: 10.3233/FAIA241254.
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RIGHTS MANAGEMENT

https://w3id.org/dpv/guides/rights

https://w3id.org/dpv/justifications
http://doi.org/10.3233/FAIA220462
http://doi.org/10.3233/FAIA220462
http://doi.org/10.3233/FAIA220462
http://doi.org/10.3233/FAIA220462
http://doi.org/10.3233/FAIA220462
https://doi.org/10.3233/FAIA241254
https://doi.org/10.3233/FAIA241254
https://doi.org/10.3233/FAIA241254
https://doi.org/10.3233/FAIA241254
https://doi.org/10.3233/FAIA241254
https://w3id.org/dpv/guides/rights


DATA GOVERNANCE ACT

https://w3id.org/dpv/legal/eu/dga

Beatriz Esteves and Víctor Rodríguez-Doncel. Semantifying the Governance of Data in Europe. In 18th 

International Conference on Semantic Systems – CEUR Workshop Proceedings, volume 3235, 2022. 
URL: https://ceur-ws.org/Vol-3235/paper17.pdf.

Beatriz Esteves, Víctor Rodríguez-Doncel, Harshvardhan J. Pandit, and Dave Lewis. Semantics for 

Implementing Data Reuse and Altruism Under EU’s Data Governance Act. In Knowledge Graphs: 
Semantics, Machine Learning, and Languages, pages 210–226. IOS Press, 2023. doi: 

10.3233/SSW230015.

Use Cases

UC1. Conditions for the Reuse of Public Data

UC2. Policies for Data Altruism

UC3. Records of Altruistic and Intermediation Activities

UC4. Registers of Entities

Legal terms validated by legal scholars and 
Data Protection Officers and integrated into 

the outcomes of the W3C DPVCG
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DATA GOVERNANCE ACT
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EUROPEAN HEALTH DATA SPACES 

https://w3id.org/dpv/legal/eu/ehds

https://w3id.org/dpv/legal/eu/ehds
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WHO IS USING DPV? WHAT ARE THEY DOING?
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WHO IS USING DPV? WHAT ARE THEY DOING?
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WHAT PROJECTS AND INDUSTRIES ARE USING DPV?
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WHAT’S COMING NEXT?



CALL FOR CONTRIBUTIONS
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https://w3id.org/nxdg/2025
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