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EHDS DGA

Consent management  

Rights exercising   

Management of user preferences  

Automated data exchanges beyond 
consent  

Making data available for secondary reuse 



Translating EU data law 
and case law into 

machine-interpretable 
semantic models

Operationalising legal 
knowledge into 

reusable, policy-driven 
mechanisms for 
compliant data 

exchange

Enabling dynamic 
negotiation and 

generation of 
legally-aligned data 

exchange agreements
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Data Privacy Vocabulary (DPV)

https://w3id.org/dpv

https://w3id.org/dpv/primer

● Developed by the W3C Data Privacy 
Vocabularies and Controls Community 
Group (DPVCG)

● Defines a jurisdiction-agnostic 
ontology for expressing metadata about 
the processing of personal data

● Provides hierarchical taxonomies, from 
abstract to more specific concepts, to 
instantiate specific concepts in practical 
use-cases

● Has law-specific extensions

Harshvardhan J. Pandit, Beatriz Esteves, Georg P. Krog, Paul Ryan, Delaram Golpayegani, and Julian Flake. 
Data Privacy Vocabulary (DPV) – Version 2.0. In The Semantic Web – ISWC 2024, pages 171–93. 
Cham: Springer Nature Switzerland, 2024. doi: 10.1007/978-3-031-77847-6_10.

https://w3id.org/dpv
https://w3id.org/dpv/primer
https://doi.org/10.1007/978-3-031-77847-6_10




General Data Protection Regulation (GDPR)

https://w3id.org/dpv/legal/eu/gdpr

https://w3id.org/dpv/legal/eu/gdpr


Rights management

https://w3id.org/dpv/justifications

https://w3id.org/dpv/guides/rights

Beatriz Esteves, Victor Rodriguez-Doncel, and Ricardo Longares. Automating the Response to 
GDPR’s Right of Access. In Legal Knowledge and Information Systems, pages 170–175. IOS Press, 
2022. doi: 10.3233/FAIA220462.

Beatriz Esteves, Harshvardhan J. Pandit, Georg P. Krog, and Paul Ryan. How to Manage My Data? With 
Machine–Interpretable GDPR Rights! In Legal Knowledge and Information Systems, 269–74. IOS 
Press, 2024. doi: 10.3233/FAIA241254.

https://w3id.org/dpv/justifications
https://w3id.org/dpv/guides/rights
http://doi.org/10.3233/FAIA220462
https://doi.org/10.3233/FAIA241254


Data Governance Act (DGA)

https://w3id.org/dpv/legal/eu/dga
Beatriz Esteves, Víctor Rodríguez-Doncel, Harshvardhan J. Pandit, and Dave Lewis. 
Semantics for Implementing Data Reuse and Altruism Under EU’s Data 
Governance Act. In Knowledge Graphs: Semantics, Machine Learning, and 
Languages, pages 210–226. IOS Press, 2023. doi: 10.3233/SSW230015.

https://w3id.org/dpv/legal/eu/dga
http://doi.org/10.3233/SSW230015


European Health Data Spaces (EHDS)

https://w3id.org/dpv/legal/eu/ehds

https://w3id.org/dpv/legal/eu/ehds


Who [can|cannot|must] act what 
in which resource how

Rule
Permission
Prohibition
Obligation
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● Standard for the expression of policies
○ ODRL Information Model – W3C Recommendation
○ ODRL Core Vocabulary – W3C Recommendation

● Maintained by the W3C ODRL Community Group
● Composed by several other specifications

○ ODRL Implementation Best Practices
○ ODRL Profile Best Practices
○ ODRL Formal Semantics [Under development]
○ ODRL Community Vocabulary [Under development]

● Easily extendable through the use of ODRL profiles

Rule
Permission
Prohibition
Obligation

Party

Action

AssetConstraint

function

action

targetconstraint

Open Digital Rights Language (ODRL)

https://www.w3.org/TR/odrl-model/
https://www.w3.org/TR/odrl-vocab/
https://www.w3.org/community/odrl/
https://w3c.github.io/odrl/bp/
https://w3c.github.io/odrl/profile-bp/
https://w3c.github.io/odrl/formal-semantics/


Health data sharing

My GP Read Blood Test 
Results

During 
consultation;
For clinical 
diagnosis
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Methodology



DPV-ODRL 
Profile



DPV-ODRL Profile



Usage of ODRL operators
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Examples of Usage



SHACL for Constraint Validation
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Conclusions

https://w3id.org/dpv/mappings/odrl https://w3id.org/dpv/guides/dpv-odrl



Future Work - Policy Validation Standardised

ODRL Policy

Conflict 
strategies

ODRL validator Valid ODRL 
policies

WIP

SHACL shapes



Future Work - Policy Evaluation Standardised

ODRL Policy

Not standardised

Input

Can I do some action? Output



Future Work - Policy Evaluation Standardised

ODRL Policy

Evaluation 
Request ODRL evaluator

Formalising

State of the 
world

Output

Slabbinck, Wout, Julián Rojas Meléndez, Beatriz Esteves, Pieter Colpaert, and Ruben Verborgh. ‘Interoperable Interpretation and Evaluation of ODRL Policies’. In The Semantic Web, 
edited by Edward Curry, Maribel Acosta, Maria Poveda-Villalón, et al. Springer Nature Switzerland, 2025. https://doi.org/10.1007/978-3-031-94578-6_11.

https://doi.org/10.1007/978-3-031-94578-6_11


ODRL workshops

https://opal-workshop.github.io/2026-2nd-edition/

https://www.w3.org/2026/ODRLWS/

https://opal-workshop.github.io/2026-2nd-edition/
https://www.w3.org/2026/ODRLWS/
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