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Developed by the W3G Data Privacy
Vocabularies and Controls Community
Group (DPVCG)

Defines a jurisdiction-agnostic

ontology for expressing metadata about
the processing of personal data

Provides hierarchical taxonomies, from
abstract to more specific concepts, to
instantiate specific concepts in practical
use-cases

Has law-specific extensions
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Open Digital Rights Language (ODRL)

Standard for the expression of policies
o  ODRL Information Model — W3C Recommendation
o ODRL Core Vocabulary — W3C Recommendation

Maintained by the W3C ODRL Community Group

Composed by several other specifications
o 0DRL Implementation Best Practices
o  ODRL Profile Best Practices
o  ODRL Formal Semantics [Under development]
o  ODRL Community Vocabulary [Under development]

Easily extendable through the use of ODRL profiles

Rule function

Permission
Prohibition
Obligation
Action

constraint


https://www.w3.org/TR/odrl-model/
https://www.w3.org/TR/odrl-vocab/
https://www.w3.org/community/odrl/
https://w3c.github.io/odrl/bp/
https://w3c.github.io/odrl/profile-bp/
https://w3c.github.io/odrl/formal-semantics/
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Methodology

Table 1

Mapping types of DPV and ODRL Concepts
Alignment Mapping Relation Example
Instantiation rdf: type dpv-odrl:Entity rdf:type odrl:Party
Specialisation skos:broader dpv-odrl:Recipient skos:broader odrl:recipient
Hierarchy rdfs:subClassOf dpv-odrl:NDA rdfs:subClassOf odrl:Policy
Equivalence skos:exactMatch dpv-odrl:Agent skos:exactMatch dpv:Agent
Approximation skos:closeMatch dpv-odrl:Use skos:closeMatch odrl:use
Association skos:related dpv-odrl:Duration skos:related odrl:elapsedTime

Disjointness

owl:disjointWith

dpv-odrl

:NDA owl:disjointWith (odrl:0ffer, ...)
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DPV-ODRL Profile

<https://w3id.oxrg/dpv#>
<https://w3id.org/dpv/mappings/odrl#>
<http://www.w3.0xrg/ns/odxl/2/>

<https: 3id.org/dpv#> .
<https w3id.oxrg/dpv/mappings/odrl#>
<http://www.w3.o0xrg/ns/odrl/2/> .

<http://www.w3.0rg/2004/02/skos/core#> . pre s <http://www.w3.0xrg/2004/02/skos/core#>

Concept ; 1:Recipient a odrl:Party, odrl:LeftOperand,
exactMatch dj ecipient ;
broader odrl:recipient

<https://w3id.org/dpv#>
dpv-odrl: <https://w3id.org/dpv/mappings/odrl#>
WWw. w3, s/odxl/2/>
Www . 004/02/skos/core#>

//www.w3.0rg/2004/02/skos/core#>
jisjointWith
Tk i ! : :
LRSI SRR, G d :Duration a odrl:LeftOperand, Concept
-odzrl » 1sp Resoluti “lause _
dpv-odrl:C tractDi puté&e lutionClause, ; SEER @ O
dpv-odxr C dpv hd e,
dpv- :TermsOfServic ataHandlingClause ) z reement,
dpv-odrl:ConfidentialityAgreement, dpv-odrl:StatisticalConfidentialityAgreement

elated odrl:elapsedTime, odxrl:cour




Usage of ODRL operators

odrl:LeftOperand, 5:Concept
exactMatch ¢ LegalBasis ;
example "A legal basis can be consent, legitimate interest, contract performance or
jurisdiction-specific legal basis such as the ones provided in GDPR Article 6."@en ;

skos:note """Only the odrl:isA, odrl:eq and odrl:neq MUST be used. Example:
ex:legalBasisConstraint a odrl:Constraint ;
odrl:leftOperand dpv-odrl:LegalBasis ;
odrl:operator odrl:isA ;
odrl:rightOperand dpv:Consent
indicates that the legal basis for the processing should be an instance of dpv:Consent.

mwin

aen
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Examples of Usage

L N ¢
o
ex:policy-partycollection a odrl:Agreement ;
odrl:uid :policy-partycollection
:profile dpv-odrl:;

policy-assetcollection a odrl:Policy ;
l:uid :policy-assetcollection ;
rl:profile dpv-odrl:;
rl:permission [
(target [
L:AssetCollection ;
:source ex:data-catalog ;
refinement [
:leftOperand dpv :PexrsonalData ;
:operator odrl:isA ;
rightOperand pd:HealthRecord ] 1] ;
l:assigner data-subject ;
L:action dpv-odrl:Use ;
onstraint [
rl:leftOperand dpv-o :LegalBasis ;
:operator odrl:eq
:rightOperand eu-gdpr:A6-1-a ] 1]

L:assigner data-holder ;
rl:assignee [
a odrl:PartyCollection ;
rl:source ex:entities ;

efinement [

:leftOperand dpv-oc EERE1tV:

:operator odrl:isA ;

: v:AcademicScientificOxrganisation ] ]
odrl:target ex:research-dataset ;
odrl:action dpv 1:Use ;

constraint [
rl:leftOperand dpv-odrl:Purpose ;

l:operator odrl:isA ;
ightOperand dpv:ResearchAndDevelopment 1 1




SHACL for Constraint Validation

ConstraintShapeTemplate a sh:NodeShape ;

1:targetClass odrl:Constraint
sh:sparql [

sh:SPARQLConstraint

’

’

h:message "Invalid operator for given left operand."
:prefixes odrl: ;

:select """

SELECT Sthis WHERE {

Sthis odrl:leftOperand <LEFT_OPERAND>
Sthis odrl:operator ?2op

FILTER(?0p NOT IN (<ALLOWED_OPERATORS>))

5

nin
’
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Conclusions

https://w3id.org/dpv/mappings/odrl https://w3id.org/dpv/guides/dpv-odrl



Future Work - Policy Validation

ODRL Policy [
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Future Work - Policy Evaluation
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Future Work - Policy Evaluation gEEEzE

Formalising

ODRL Policy

Evaluation

Request

State of the
world

Slabbinck, Wout, Julian Rojas Meléndez, Beatriz Esteves, Pieter Colpaert, and Ruben Verborgh. ‘Interoperable Interpretation and Evaluation of ODRL Policies’. In The Semantic Web,
edited by Edward Curry, Maribel Acosta, Maria Poveda-Villaldn, et al. Springer Nature Switzerland, 2025. https://doi.org/10.1007/978-3-031-94518-6 11.
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ODRL workshops

https://opal-workshop.github.io/2026-2nd-edition/

https://www.w3.org/2026/0DRLWS/
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